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Information and Communication Technologies (ICT) have been rapidly prevailed 
among the children and youths. Personal technologies facilitating the students to gain 
some learning experiences both in and out of the schools also include many threats. It 
is important for students to have high awareness of safe internet and computer use to 
overcome with these threats. In this research, it was aimed to reveal internet security 
and computer usage awareness profiles of students studying in the secondary school. 
The data were collected from 2029 students studying in the secondary schools in 
Bartin Province in Turkey by using a questionnaire developed by the researchers. The 
data obtained from the questionnaire were analyzed based on the pre-determined 
themes and the students' information security and computer usage awareness profiles 
were revealed. The findings indicate that the majority of the students are insufficient 
regarding information security and computer usage awareness and they could be 
under risk in online settings towards the threats. In the discussion section, some 
measures for the parents, schools and policy makers were mentioned to increase 
students' information security and computer usage awareness. 
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Bilgi ve iletipim teknolojilerinin (BlT) kullanimi pocuk ve genpler arasinda hizla 
yayginlapmaktadir. Ogrencilere okul ipinde ve dipinda ogrenme deneyimleri ve firsatlari 
sunan kipisel teknolojiler aym zamanda da birpok tehlikeyi bunyesinde 
barindirmaktadir. Bu tehlikelerle mucadelede ise kullamcilarin guvenli bilgisayar ve 
internet kullamm farkindaliklarimn yuksek olmasi onemlidir. Bu araptirmada, lise 
ogrencilerinin guvenli bilgisayar ve internet kullamm farkindalik profillerinin ortaya 
konulmasi amaplanmiptir. Araptirmamn verileri, Bartin il merkezindeki liselerde 
ogrenim goren 2029 ogrenciden, araptirmacilar tarafindan geliptirilen bir anket 
araciligiyla elde edilmiptir. Anketten elde edilen verilere gore ogrencilerin guvenli 
bilgisayar ve internet kullamm farkindalik profilleri daha onceden belirlenen temalar 
temel alinarak analiz edilmiptir. Araptirma sonuplari, ogrencilerin buyuk bolumunun 
guvenli bilgisayar ve internet kullamm farkindaliklarimn yeterli olmadigim ve birpok 
pevrimipi risklere maruz kalabileceklerini gostermektedir. Araptirmamn tartipma 
bolumunde, ogrencilerin guvenli bilgisayar ve internet kullamm farkindaliklarim 
artirmak amaciyla aile, okul ve politika geliptiricilerinin alabilecegi onlemlere yer 
verilmiptir. 
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Introduction 

Information and Communication Technologies (ICT) have been rapidly prevailed among the children 
and youths. In order to provide students with a variety of learning experiences and opportunities in and 
out of the schools, parents, educators and policy makers facilitated the students with PCs, mobile 
devices and internet access. Although these technologies could be regarded as an opportunity for the 
students to boost their cognitive and social development, these technologies might mean a threat and 
in secureness for them. Misuse of the technologies brings about a concern for the parents and 
educators. The children who use these technologies could be defenseless against the threats such as 
pornography, cyber bullying, misleading information, contents including the elements of violence and 
hatred, gambling and internet addiction, data loss and financial loss. It is important to ensure safe 
internet and computer use to protect the children and youths from the aforementioned threats and 
dangers (Yenilmez & Seferoglu, 2013). 

Researchers' remark that technical and legal obligations as well as implementations are considered 
as a solution (Ben-Asher & Gonzalez, 2015; Choo, 2011) but they stress that human factor is the most 
important factor in ensuring safe internet and computer usage (Arachchilage & Love, 2014; Shillair et al., 
2015; Van Bruggen, 2014). Furthermore, it is remarked that in ensuring the information security of the 
users on the internet, it is important to raise awareness of the users rather than blockings, bans, 
obligations (Chou & Peng, 2011; Cole, 2014; Valcke, Schellens, Van Keer, & Gerarts, 2007; Yan, 2009). 
For instance, Vicks (2013) examines the use of internet filters in schools to ensure students' safe 
internet and computer use and finds out that extreme policies limiting user access might impede 
accessing educational resources. Vicks suggests that instead of implementing restrictive policies, it is 
important to foster a culture of appropriate use of the internet and raise information security awareness 
of the students. In a study conducted by Murray (2014), the students 1 behavior on cyber bullying and 
pornography as well as their safe use of internet in a catholic school were examined. It was found out 
that majority of the students go online every day; 96.00% of them use social media; their use of ICT is 
not safe and they often encounter with cyber bullying and pornography related problems. Murray 
(2014) points out a solution which concerns raising awareness of the students, parents and administers 
on safe internet and computer usage. From this point of view, it could be concluded that in ensuring 
information security, some stakeholders including parents need to work collaboratively with the 
students. 

In the research studies dealing with ensuring safe internet and computer usage through human 
factors and user awareness, in general, it was aimed to reveal out the users 1 safe internet and computer 
usage awareness and their behaviors on safe ICT use (Leach, 2003; Rhee, Kim, & Ryu, 2009; Van 
Bruggen, 2014), and also in the research it was examined that the impact of training about safe internet 
and computer usage on awareness of users (Chou & Peng, 2011; Harris, 2010). In information security 
studies, examples of variables could be given as revealing the profile of the students regarding their safe 
use of internet (Ngoqo & Flowerday, 2015), examining students 1 safe internet and computer usage 
awareness and issues on cyber bullying (Murray, 2014), information sharing behaviors in the social 
networks (Tamjidyamcholo et al., 2014) and students 1 opinions about use of filters in schools (Vicks, 

2013) . In these studies, participants of the studies are usually university students or adults. However, 
given that the age group who are mainly under threats about use of ICT is children and youths (Cole, 

2014) , and there are emerging research studies on these groups (Alhejaili, 2013; Al-Jerbie & Jali, 2014; 
Chen, 2014; Cole, 2014; Murray, 2014; Ngoqo & Flowerday, 2015; Tsim, 2006; Valcke et al., 2007; Vicks, 
2013; Wishart, 2004; Yan, 2009). However, children's levels of information security awareness differ 
from country to country; therefore, there is a need to conduct a study demonstrating particular profiles 
of the students in a specific context. In line with this, according to Deisman (2008) it is helpful to 
conduct research studies on safe internet and computer usage awareness at a national/regional level 
since diversifying factors such as educational background of users, parents' awareness and internet 
access policies affect the safe internet and computer usage awareness of children and youths. 
Therefore, it is essential to conduct research studies dealing with awareness of children and youths at 
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the national/regional level and necessary legislations should be implemented and measures should be 
taken. According to the researchers, there is a need to conduct new studies on safe internet and 
computer usage awareness of children and youths dealing with specific variables such as age groups, the 
school's information security policies and status of using technologies, parental and environmental 
conditions (Berrier, 2007; Harshman, 2014; Vicks, 2013). 

When national literature is examined, it could be seen that a variety of studies on safe internet and 
computer usage were conducted focusing on university students, adults and ICT coordinators in Turkey 
(£akir, Hava, Gulen, & Ozudogru, 2015; Demirel, Yoruk, & Ozkan, 2013; Gokmen, & Akgun, 2015; 
Karaoglan Yilmaz, Yilmaz, & Sezer, 2014; Kugukali & Bulbul, 2015). However, the number of studies 
which sought to examine children and youths is limited (Kajikci et al., 2014; Tekerek & Tekerek, 2013). 
In a comprehensive project regarding the aforementioned issues in Turkey titled as "EU Kids Online", the 
children's activities on the internet, the risks they encounter and parents' awareness of their children's 
experience on the internet in Europe and Turkey were reported (Kajikci et al., 2014). Participants of the 
study consist of 1018 parents and students whose ages range from 9 to 16. The results show that 
40.00% of the participants own either a PC or a laptop; 39.00% of them share a computer with other 
family members and use the internet for 74 minutes in a day on average. Furthermore, it was found out 
that 60.00% of the students connect to the internet in schools; 51.00% of the students use cyber cafes 
to access to the internet and parents cannot monitor their children as they connect to the internet 
outside of the house; the majority of the students do not have enough skills to use the internet and they 
are under online risks. In a study conducted by Tekerek and Tekerek (2013), it was aimed to examine 
primary and secondary school students' information security awareness in Mara§ Province in Turkey. It 
was found out that the students' information security awareness of the ethical issues is at adequate 
level whereas their awareness level about the rules and knowledge-required issues is low. The related 
literature shows that the research whose participants are comprised of children and teenagers are 
scarce and there is a need to reveal out more information and findings regarding this issue. 


Aspects of Information Security 

In terms of concerns of the information security in the literature, it is aimed to ensure that 
availability, confidentiality and integrity of information are not compromised (Gulduren & Keser, 2015; 
Kritzinger & Smith, 2008). Taking a closer look at these studies, according to research findings, it is 
stated that many threats and user error intended for different dimensions such as access and password 
security, social network security, threats and defense methods, software installation and updating, e- 
mail security, internet and network security, social engineering (manipulations of the people through 
some tricks such as hiding or disguising real life identities, and awareness of users cause the information 
security gaps (Alhejaili, 2013; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Van Bruggen, 2014; 
Valcke et al., 2007). For instance, the major factors such as common use of computers, choosing weak 
passwords, using the same password for different online environments, saving passwords in easily 
accessible areas, such as on a notepad, and sharing password with other people might result in 
information robbery. Furthermore, installing software obtained from online environments without 
testing its reliability, not updating security software, and sharing an unsafe file on the internet and 
networks can cause users to face with information security threats. In addition to this, lack of knowledge 
about harmful software and social engineering are the main factors which cause problems in safe 
computer and internet use. These problems expose the users with not only the information robbery but 
also several materials and psychological issues. In addition, it is seen that the research with regard to 
determining awareness of users about safe internet and computer use have focused only on specific 
variables. Moreover, when it is considered that information security requires taking a holistic approach, 
it is very important to conduct extensive research on determining user awareness as there is a gap in the 
literature. 
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Furthermore, In Turkey, although various studies about safe internet and computer use awareness 
have been conducted, there is still a need to do more academic research focusing on youth and children. 
According to the findings of a research conducted by Kasikci et al. (2014), it has been found out that the 
majority of the students studying in Turkey access the internet at cyber cafes and schools, also some 
part of students stated that they use the same computer with their parents at home. Accordingly, the 
students partly can be under control with internet filtering software at schools, cyber cafes, and 
parental monitoring at home. Even though cheaper technologies in recent years have rapidly been used 
by the teenagers, the measures taken about threats of these technologies on teens are still limited. 
Moreover, although safe internet and computer use is taught in ICT courses and internet filtering 
software is used at schools in addition to parental monitoring out-of-class, parental monitoring is limited 
with the shared computers. Providing students access to the internet with their personal technological 
devices such as mobile phones, it is true that control of parents will be decreasing. Therefore, it is 
needed to determine teenagers' habits and awareness of safe internet and computer use and take 
various measures according to this awareness stage. 

To sum up, the research have shown that ensuring information security is possible with raising 
awareness of the individuals and using protection tools in the right time and right place (Gulduren & 
Keser, 2015). In this process, awareness is the first step to take and has roots in real life for the students 
for them to take measures. It has also been reported that cybercrimes in Turkey are increasing due to 
the threats on information security (Gokmen & Akgun, 2016), it is important to reveal out information 
security awareness of the youths before it is too late. However, to our best of knowledge, there is 
limited research examining information security awareness with comprehensive instruments at regional 
levels. Furthermore, information security awareness of the students change rapidly over time, there is a 
need for updated studies. Therefore, by taking into account of the research outcomes and 
recommendations about safe computer and internet use, the purpose of this research is to reveal the 
profile of the students studying at secondary schools. In line with this purpose, the following research 
questions were sought for: 

1. What is the situation about the student awareness of access and password security? 

2. What is the situation about the student awareness of social network security? 

3. What is the situation about the student awareness of threats, defense methods, and software 
installation and upgrading? 

4. What is the situation about student awareness of e-mail security? 

5. What is the situation about student awareness of internet and network security? 

6. What is the situation about student awareness of user awareness and social engineering? 


Method 


Research Design 

In this study, a descriptive model used in quantitative studies was adopted. In a descriptive model, it 
is usually aimed to examine an existing situation based on the themes. In line with the aims of the 
present study, a descriptive model was adopted in order to find out the profile of the students studying 
in secondary school in relation to their safe internet and computer use awareness under a variety of 
themes. 


Participants 

The study group in this research consists of students studying in secondary school in the center of 
Bartin Province in Turkey. According to the data obtained in 2014-2015 academic year, there are 17 
secondary schools and 8299 students receive education in secondary schools in Bartin Province in 
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Turkey. While choosing the sample that represents the population, stratified sampling method has been 
utilized. Stratified sampling is a probability sampling procedure in which the target population is first 
separated into mutually exclusive, homogeneous segments (strata), and then a simple random sample is 
selected from each segment (stratum). The samples selected from the various strata are then combined 
into a single sample (Daniel, 2012). In this research, for the purpose of calculating sample, population 
was divided into 3 layers as follows: a) School type (Anatolian Schools, Science High School, School of 
Fine Arts and Imam Hatip Vocational School), b) Grade level (9., 10. ,11., and 12. Grades), c) Major. As a 
result, 3029 students were chosen by using stratified sampling. 

The data were collected on a volunteer basis through a questionnaire developed by the researchers 
of the present study. In the returned questionnaires, if the students did not fulfill more than 5.00% of 
the questionnaire, these students' questionnaires were not included in the study. Overall, the data 
obtained from 2029 students were analyzed. The demographic information of the students in the study 
is indicated as follows: 1087 female and 942 male students participated in the study. 94.00% (f=1907) of 
the participants have personal computer and mobile devices such as smartphone, tablet and also 76% of 
students (f=1542) have the internet connectivity on their personnel computer or mobile devices. 23.80% 
(f=482) of participants reported that they have received training on safe computer and internet use 
whereas 76.20% (f=1547) of them stated that they have not received any training on the issue yet. 
Regarding the length of time spent on the daily use of computers/mobile devices, 10.50% (f=396) of the 
students do not use computer/mobile devices every day; 22.10% (f=499) of them use approximately half 
an hour; 37.90% (f=768) of them use between 1 and 2 hours; 14.20% (f=289) of them use between 3 and 
4 hours; 6.30% (f=127) of them use longer than 4 hours. Considering the length of time for daily internet 
use, 5.20% (f=105) of the students do not connect to the internet every day; 18.20% (f=369) of them 
connect almost for half an hour; 40.20% (f=816) of them connect between 1 and 2 hours; 21.30% 
(f=432) of them connect between 3 and 4 hours; 15.10% (f=307) connect longer than 4 hours. When 
these findings are compared to Turkey's average according to the May-June 2014 data obtained in the 
EU Kids Online report (Kajikci et al., 2014), it could be assumed that length of time spent daily on the 
internet use of students in the sampling has increased. 


Instrument 

The data were gathered through a questionnaire which was formed by the researchers of the 
present study. The reason why a questionnaire was formed in this research is that a comprehensive 
instrument consisting of sub-dimensions of safe computer and internet use awareness, access and 
password security, social network security, threats, protection methods, software installation and 
updating, e-mail security, internet and network security, user awareness and social engineering were 
intended to measure. 

While the questionnaire was being developed, at the first stage the problem statement was 
identified and the literature was reviewed (Alhejaili, 2013; Al-Jerbie & Jali, 2014; Arachchilage & Love, 
2014; Berrier, 2007; Chen, 2014; Chou & Peng, 2011; Kajikci et al., 2014; Lawler & Molluzzo, 2010; 
Murray, 2014; Ngoqo & Flowerday, 2015; Shillair et al., 2015; Tsim, 2006; TUBiTAK BiLGEM, 2011; Valcke 
et al., 2007; Van Bruggen, 2014), and subsequently themes were emerged. The subthemes determined 
at the end of the literature review are demographic information, computer and access security, social 
network security, threats and protection methods, e-mail security, password security, software 
installation and update security, internet and network security, web security, user awareness and social 
engineering. After identifying the themes, in the light of the literature, 60 items were created and an 
item pool was formed. Among the items in the item pool, 53 items were chosen and pre- 
implementation form was created in a form of a likert type questionnaire. In order to ensure validity of 
the questionnaire, a table of specifications was formed and opinions of five educational technologies 
experts who studied about information security and ethics and a Turkish Language expert were asked to 
finalize the form. While the linguist examined the items of questionnaire in terms of language and 
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expression and comprehensibleness, educational technologists reviewed the items of questionnaire 
with regard to validity of scope, standard, structured, and aspect drawing on the feedback of the 
experts, necessary revisions were made on the questionnaire. Subsequently, it was administered to 60 
students who enroll in a high school except for the pilot schools in the study and have computer and 
internet knowledge. Then, the questionnaire was reviewed and revised based on the criteria such as 
linguistic validity, clarity and appropriateness of the items. Final version of the questionnaire consists of 
nine sections and 47 questions in a likert style. After missing data among the data obtained via the 
questionnaire were removed, the data were subjected to frequency analysis and the results of the data 
analysis were reported based on the percentages and frequencies. Calculations were made for nine 
themes separately. In general, themes were reviewed and interpreted by grouping the students' 
responses of "never", and "rarely" together and "often" and "always" together. 


Data Analysis 

KMO (Kaiser-Meyer-Olkin) index was used in order to measure sampling adequacy, Barlett Test was 
used to measure consistency between items and Cronbach Alfa was used to measure reliability. Factor 
loadings of forty-seven items varied between .26 and .62. KMO was found as .86. As KMO value 
approaches to 1, result of factor analysis becomes more significant. The KMO value between the .50 and 
.70 is regarded as medium level, between .71 and .80 is regarded as good level, between .81 and .90 is 
regarded as very good level and greater that .91 is regarded as great level (Field, 2005). Drawing on this, 
it could be said that the sample in this research is enough to proceed to analyze the data. Also, it was 
found that Bartlett test analysis is significant (Chi-square=16025.23, p<.01). After reliability of 
questionnaire was examined, Cronbach alfa reliability coefficient was found as .86. The findings show 
that the questionnaire is reliable. Percentage and frequencies were calculated for all items based on the 
themes from the data obtained from students studying in secondary school. 


Results 

The findings of the research are presented below based on the sub-themes in the questionnaire. 
Table 1 shows the findings regarding the awareness of the students of the password and access security 
as a first theme. 

When Table 1 is examined, it could be seen that almost half of the students' awareness is high while 
other half of the students are under risk in terms of their awareness of this theme. Table 1 shows that 
49.40% of the students log in their computers/electronics devices with a passport while 46.40% students 
log in their computers with a password when they temporary log off and re-log in. Also it is indicated 
that majority of students use common computers and other mobile devices and share their computer 
and other mobile devices with others. 

In addition, Table 1 shows that 15.10% of the students do not record their passwords; 43.90% of the 
students can save their account when it is hacked; 13.80% of the students never use the same 
passwords in his/her different accounts; 55.80% of the students' passwords include at least 8 
characters; 45.00% of the students include special characters in their passwords; 23.00% of the students 
include sequential characters in the passwords while 21.70% of the students do not include personal 
information in their passwords. In general, drawing on the data in Table 5, it could be said that less than 
half of the students' knowledge and awareness of e-mail security are high. In other words, majority of 
the students are under risk in terms of protecting their email accounts. Table 2 below shows students' 
awareness of social network security under theme two. 
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Table 1. 

Students' Awareness of Password and Access Security. 


Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

When 1 turn on my computer or other electronic 

f 

216 

312 

497 

500 

504 

devices, 1 log in with a password. 

% 

10.60 

15.40 

24.50 

24.60 

24.80 

When 1 temporarily quit working on my 

f 

217 

400 

470 

467 

475 

computer or other electronic devices, 1 log off 
and then log in with a password. 

% 

10.70 

19.70 

23.20 

23.00 

23.40 

1 share my personnel computer and cell phone 

f 

152 

357 

500 

462 

558 

with people such as members of my family, 
friends and relatives and use them together. 

% 

7.50 

17.60 

24.60 

22.80 

27.50 

1 save my passwords which 1 use on the internet, 

f 

306 

429 

512 

359 

423 

email and Facebook in a notebook in order not 

% 

15.10 

21.10 

25.20 

17.70 

20.80 

to forget them. 

1 can take my account back when it is hacked. 

f 

231 

262 

536 

524 

476 


% 

11.40 

12.90 

26.40 

25.80 

23.50 

1 use the same password on the environments 

f 

281 

387 

481 

469 

411 

requiring me to log in (computer, email, mobile 
phone, Facebook, etc). 

% 

13.80 

19.10 

23.70 

23.10 

20.30 

1 use passwords consisting of at least 8 

f 

187 

279 

431 

475 

657 

characters. 

% 

9.20 

13.80 

21.20 

23.40 

32.40 

1 use capital and small letters as well as numbers 

f 

319 

364 

433 

465 

448 

and special characters such as "?, @, !, #, %, +, -, 

% 

15.70 

17.90 

31.30 

22.90 

22.10 

*,%" in my passwords. 

My passwords include sequential characters 

f 

467 

292 

483 

406 

381 

such as 1,2, 3, 4 or order of the letters in the 
alphabet such as a,b,c,d. 

% 

23.00 

14.40 

23.80 

20.00 

18.80 

My passwords include personal information such 

f 

441 

347 

395 

508 

338 

as a name, surname, date of birth, date of place 
and national ID number. 

% 

21.70 

17.10 

19.50 

25.00 

16.70 

Table 2. 

Students' Awareness of Social Network Security. 

Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

1 share my personal information (Date of birth, 

f 

340 

518 

434 

408 

329 

Date of place, mobile number, home address 
and my school information etc) on social 

% 

16.80 

25.50 

21.40 

20.10 

16.20 

networks (Facebook, Twitter etc) 

1 block the messages/ posts/ notifications/ friend 

f 

100 

323 

428 

563 

615 

requests from the people whom 1 do not know 
on social networks. 

% 

4.90 

15.90 

21.10 

27.70 

30.30 

1 can change my security settings regarding who 

f 

169 

261 

379 

421 

799 

could see my postings. 

% 

8.30 

12.90 

18.70 

20.70 

39.40 

1 can make a complain about posting/message 

f 

204 

271 

379 

453 

722 

which disturbs me on social networks. 

% 

10.10 

13.40 

18.70 

22.30 

35.60 

1 can change the privacy settings of the 

f 

140 

303 

411 

470 

705 

pages/groups which 1 formed on social networks. 

% 

6.90 

14.90 

20.30 

23.20 

34.70 

1 can change my social network setting the way 

f 

164 

306 

510 

419 

630 

that it appeals me when logging in a social 
network from the different devices or browsers. 

% 

8.10 

15.10 

25.10 

20.70 

31.00 
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91.80% (f=1863) of the students in the study reported that they use a social network while 8.20% 
(f=166) do not use a social network. Among the students who use a social network, 1799 students 
stated that their parents are aware of their social network account; 34 students stated that their parents 
are not aware of their account and 30 students stated that they are not entirely sure whether their 
parents know or not. Table 2 reveals that 42.30% of the students do not share their personal 
information on the social network; 58.00% of the students can block the 
messages/posts/notifications/friend requests from the people whom they do not know; 60.10% of the 
students could secure their postings, 57.90% of the students can make a complain about disturbing 
messages/posts; 57.90% of the students can change privacy settings of the groups/pages. In general, 
drawing on Table 2, it could be seen that more than half of the students have considerable knowledge 
and high awareness of social network security. A possible reason could be that the students use social 
networks very often and they might have gained experience. Table 3 given below shows the students' 
awareness of the threats, protection methods and software installation and upgrading which was 
investigated under the third theme. 


Table 3. 

Students' Awareness of the Threats, Protection Methods and Software Installation and Upgrading about 
Information Security. 


Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

1 am aware of the malicious computer programs 

f 

121 

310 

451 

494 

653 

(virus, spyware, Trojan, etc) and how they can 
harm my computer or my electronic device 
(tablet, mobile phone etc.). 

% 

6.00 

15.30 

22.20 

24.30 

32.20 

1 am aware of the protecting software (antivirus, 

f 

126 

293 

434 

468 

708 

spyware protections etc.) and benefits of the 
protecting software. 

% 

6.20 

14.40 

21.40 

23.10 

34.90 

1 install protecting software on my computer. 

f 

147 

350 

403 

460 

669 


% 

7.20 

17.20 

19.90 

22.70 

33.00 

1 can understand if my computer and other 

f 

148 

305 

448 

582 

546 

devices are infected by malicious software. 

% 

7.30 

15.00 

22.10 

28.70 

26.90 

1 download and install software without a license 

f 

349 

354 

451 

438 

437 

(pirate) on my computer or other electronic 
devices. 

% 

17.20 

17.40 

22.20 

21.60 

21.50 

1 investigate whether the website on which 1 

f 

250 

332 

438 

480 

529 

download program etc. is safe. 

% 

12.30 

16.40 

21.60 

23.70 

26.10 


Table 3 demonstrates that 56.50% of the students are aware of the malicious computer software; 
58.00% of the students are aware of the benefits of the protecting software; 55.70% of the students can 
actively use protecting software and 55.60% of the students can understand whether their computers 
are infected by malicious software or not. In general, it could be said that almost half of the students 
have considerable knowledge and high awareness of how to ensure their information security towards 
the threats. Other half of the students are under risk in terms of their proficiency and awareness of this 
theme. 

In addition, when Table 3 is analyzed, it could be seen that 34.60% of the students do not install 
pirate software on their computers/other electronic devices; 49.80% of the students investigate 
whether the website on which they download program etc. is safe. In addition to the items in Table 3, 
the students were also asked how often they update their antivirus software. 17.20% (f=348) of the 
students reported that they do not update; 3.60% (f=73) update every day; 3.20% (f=64) update weekly; 
3.10% (f=62) update monthly; 3.30% (f=67) update biannually; 4.10% (f=83) of the students update 
annually or longer and 65.60% (f=1332) of the students update automatically. The students were also 
asked how often they backup their digital files. It was found out that 45.90% (f=931) do not backup, 
5.20% (f=105) backup every day; 7.30% (f=148) of the students backup weekly; 14.20% (f=288) of the 
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students backup monthly; 12.80% (f=260) of the students backup biannually; 14.60% (f=297) of the 
students backup annually or longer. In general, when the themes of software installation, updating and 
backing up are considered based on the data, it could be seen that less than half of the students' 
awareness of information security is high. In other words, given their awareness status and proficiency 
in aforementioned themes, majority of the students are under risk. The students' awareness of e-mail 
security was categorized under theme 4 as could be seen in Table 4. 


Table 4. 

Students' Awareness of E-mail Security. 


Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

1 hide the receivers' email addresses when 1 send 

f 

322 

338 

411 

440 

518 

an email to more than one person. 

% 

15.90 

16.70 

20.30 

21.70 

25.50 

1 can mark emails, which 1 do not want to 

f 

198 

227 

464 

510 

630 

receive, as spam emails. 

% 

9.80 

11.20 

22.90 

25.10 

31.00 

1 check the source of an attachment sent by an 

f 

272 

358 

533 

382 

484 

email before 1 download and open it. 

% 

13.40 

17.60 

26.30 

18.80 

23.90 

1 do not reply an email which 1 do not know and 

f 

204 

287 

422 

432 

684 

cannot recognize its sender. 

% 

10.10 

14.10 

20.80 

21.30 

33.70 

1 do not click on the links in an email sent by 

f 

158 

336 

420 

496 

619 

whom 1 do not know and cannot recognize. 

% 

7.80 

16.60 

20.70 

24.40 

30.50 


Table 4 signifies that 47.20% of the students hide the receivers' email addresses when sent to 
multiple receivers, 56.10% of the students can mark unwanted emails as spam, 42.70% of the students 
scan the email attachments for viruses, 55.00% of the students do not reply the emails which they do 
not know the sender, 54.90% of the students do not click on the links in the emails which they do not 
know the senders. In general, Table 4 shows that almost half of the students' awareness of email 
security is high. Other half of the students are under risk in terms of their proficiency and awareness of 
this theme. The students' awareness of internet and network security was categorized under theme 5 as 
could be seen in Table 5. 


Table 5. 

Students' Awareness of the Internet and Network Security. 


Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

1 change my modem password regularly. 

f 

254 

437 

492 

441 

405 


% 

12.50 

21.50 

24.20 

21.70 

20.00 

1 share my modem password with my 

f 

287 

400 

454 

548 

340 

friends/neighbors or 1 use their passwords if they 
share with me. 

% 

14.10 

19.70 

22.40 

27.00 

16.80 

1 connect to the wireless networks, which 1 know, 

f 

156 

319 

484 

529 

541 

from my computer or other electronic devices. 

% 

7.70 

15.70 

23.90 

26.10 

26.70 

1 take security measures necessary for safe online 

f 

237 

269 

492 

509 

522 

shopping. 

% 

11.70 

13.30 

24.20 

25.10 

25.70 

1 click on "yes" or "OK" options without reading the 

f 

254 

380 

492 

467 

436 

messages when 1 surf on the internet. 

% 

12.50 

18.70 

24.20 

23.00 

21.50 

1 prefer to use web sites which have — 1 icons and 

f 

225 

289 

507 

429 

579 

https. 

% 

11.10 

14.20 

25.00 

21.10 

28.50 

1 use video, music, film, etc. files and software which 

f 

219 

428 

434 

518 

430 

1 downloaded or received from my friend by 
scanning them with antivirus software. 

% 

10.80 

21.10 

21.40 

25.50 

21.20 

1 scan the files shared through software such as 

f 

240 

409 

477 

464 

439 

LimeWire, Ares for viruses before opening them. 

% 

11.80 

20.20 

23.50 

22.90 

21.60 
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Table 5 points out that 41.70% of the students change their modem password regularly; 33.80% of 
the students do not share their modem password with others; 52.80% of the students only connect to 
the wireless network which they recognize. According to the data given at Table 8, it could be seen that 
50.80% of the students take measures on doing online shopping; 31.20% of the students do not click on 
the irrelevant messages during surfing; 28.50% of the students prefer to use websites with https 
characteristics; 49.60% of the students scan the movie/music/video files which they downloaded from 
the internet; 44.50% of the students scan the files which they obtained from file exchange software. In 
general, based on the data on Table 5, it could be said that less than half of the students' awareness of 
internet and network security remains high. In other words, given their awareness status and 
proficiency in aforementioned themes, majority of the students are under risk. The students' awareness 
of user awareness and social engineering was categorized under theme 6 as could be seen in Table 6. 

Table 6. 

Students' Awareness of User Awareness and Social Engineering. 


Awareness 


Never 

Rarely 

Sometimes 

Often 

Always 

1 am aware of what the meaning of safe computer 

f 

149 

311 

524 

479 

566 

and internet use is. 

% 

7.30 

15.30 

25.80 

23.60 

27.90 

1 am aware of the responsibilities in ensuring safe 

f 

155 

233 

474 

596 

571 

computer and internet use as an individual. 

% 

7.60 

11.50 

23.40 

29.40 

28.10 

1 am aware of whom to issue my complaints and 

f 

130 

329 

483 

545 

542 

where to apply when 1 face with a safe computer 
and internet use related situation. 

% 

6.40 

16.20 

23.80 

26.90 

26.70 

1 am aware of what exactly the cybercrimes and 

f 

216 

352 

473 

473 

515 

their scope are. 

% 

10.60 

17.30 

23.30 

23.30 

25.40 

1 am aware that 1 should not share the folder 

f 

138 

326 

406 

549 

610 

including copyrights such as mp3, software on the 
internet. 

% 

6.80 

16.10 

20.00 

27.10 

30.10 

1 am aware that 1 should not download the folder 

f 

152 

337 

515 

413 

612 

including copyrights such as mp3, software on the 
internet. 

% 

7.50 

16.60 

25.40 

20.40 

30.20 

1 follow the policies/implications of the Ministry of 

f 

279 

376 

468 

431 

475 

Education and the government in ensuring safe 
computer and internet use. 

% 

13.80 

18.50 

23.10 

21.20 

23.40 

1 tell my family about disturbing situations regarding 

f 

200 

419 

511 

426 

473 

safe computer and internet use which 1 encounter 
on the internet. 

% 

9.90 

20.70 

25.20 

21.00 

23.30 

1 tell my teacher about disturbing situations 

f 

326 

407 

451 

446 

399 

regarding safe computer and internet use which 1 
encounter on the internet. 

% 

16.10 

20.10 

22.20 

22.00 

19.70 

1 tell my friend about disturbing situations regarding 

f 

179 

384 

478 

442 

546 

safe computer and internet use which 1 encounter 
on the internet. 

% 

8.80 

18.90 

23.60 

21.80 

26.90 

My parents monitor my electronic devices such as 

f 

289 

382 

515 

405 

438 

my computer and my mobile phone. 

% 

14.20 

18.80 

25.40 

20.00 

21.60 

My parents inform me about whether 1 could ensure 

f 

252 

408 

415 

514 

440 

safe computer and internet use when using my 
computer and other electronic devices. 

% 

12.40 

20.10 

20.50 

25.30 

21.70 

When Table 6 is examined, it could be seen 

that 

57.50% 

of the 

students are 

aware 

of the 


responsibilities in ensuring information security as an individual; 53.60% of the students know whom to 
issue his/her complains and where to apply when they encounter with safe internet and computer use 
related problems; 48.70% of the students know what cyber-crimes are and scope of cyber-crimes; 
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44.60% of the students follow the policies and implementations in relation to safe internet and 
computer use. Furthermore, when students encounter with the safe internet and computer use related 
problems, 44.30% of the students share with their parents; 41.70% of the students share with their 
teachers; 48.70% of the students share with their friends. In addition, 41.60% of the students' parents 
monitor their use of electronic devices; 47.00% of the students are acknowledged by their parents. In 
general, drawing on the data in Table 6, it could be said that majority of the students' awareness of user 
awareness is low. 


Discussion, Conclusion and Implementation 

In the light of the findings based on the themes, the data were almost equally spread between each 
choice of "never", "rarely", "sometimes", "often", and "always" for access and password security, social 
network security, threats and protection methods, software installation and upgrading e-mail security, 
internet and network security, user awareness and social engineering themes. This suggests that the 
number of the students with high safe computer and internet use awareness is low, in general. In line 
with the findings of our study, Kasikci et al. (2014) reported that although 83.40% of the children in 
Turkey said that "I know a lot about internet", in reality their internet literacy awareness was very low. 
However, compared to Kasikci et al. (2014)'s study, it could be claimed that the students' average 
internet use got higher in the schools nowadays. In addition, Kasikci et al. (2014) found that even though 
40.20% of the students in Turkey use their own computers to access to the internet, parents still claim 
that they experience difficulties in monitoring their children's internet use. On the other hand, according 
to European Online Children study results, 70.00% of the parents speak to their children about their 
online activities and 58.00% of the parents monitor their children's internet use (Kasikci et al., 2014). 
When it is considered that 95.00% of students in the sampling population have their personnel 
computer and mobile devices it could be concluded that parents' supervision would be even more 
difficult. The most significant reason for this situation is that students who have their own mobile 
computers or mobile devices can connect to the internet from any part of their home or outside of their 
home. A further important dimension of risks arising from the aforementioned issue is that according to 
this study's findings, majority of the students did not share the occasions they experienced about safe 
computer and internet use with their parents. In this context, it can be said that the students' parents' 
awareness levels regarding computer and internet use are low. 

Parents are naturally concerned about how their children use computer and the internet and act in 
the virtual worlds. Information is needed to ensure that parents are able to decide, with their child, 
what is appropriate and safe for their use (ENISA, 2011). Nevertheless, the families who are not aware 
of information security enough will fail to help both children and themselves. Many institutions from 
policymakers to schools have failed to solve these problems. Policymakers should ensure environments 
and new policies which will decrease the level of parents' information security awareness. To provide 
new environments, policy makers and schools can perform new education concertedly. The purpose of 
awareness education is basically to draw attention on security (Wilson & Hash, 2003). In addition to 
these findings, it is seen that students' daily computer usage frequency is also influenced by students' 
information security awareness. In Europe Online Kids Project, it is stated that 25 percent of the 
students in Turkey were exposed to online hazards because of excessive use of the internet; this rate is 
33.00% all across Europe (EU Kids Online, 2011). According to the data obtained from Turkish statistical 
institute in 2015 April, rate of families who have internet access throughout Turkey is 69.50% and the 
individuals whose age range vary from 16 to 74 utilize the internet at home. If students' daily computer 
use has an influence on students' information security awareness, parents should monitor their children 
while they utilize the internet at home. For this, some measures could be taken as follows (ENISA, 2011): 

• Install filtering and parental control software on children's computers. 

• Advise children not to share their passwords with friends or others. 

• Be part of children's activities in the Virtual World, 

• Educate children about taking responsibility of using technology in general. 
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However, in order to implement these measures, parents must have awareness of information 
security and sufficient level of knowledge about it. When the students' responses under the social 
networking awareness theme are analyzed in the study; the number of the students who could (or did) 
control sharing personal information, block messages and applications from unwanted people, adjust 
security settings of their profiles/pages were higher than average; and compared to other themes, 
students' awareness was higher in this theme. In the Europe Online Kids Project, it is found that 59.00% 
of the children varying between 9-16 ages have a social media account and 26.00% of children having a 
social media account have public profiles (EU Kids Online, 2011). Additionally, in some of the studies 
conducted to assess security on social networking sites, it is found that youth have inadequate 
knowledge about security on social networking sites (Kasikci at al., 2014; Lawler & Molluzzo, 2010). The 
differences in the results of this study and the aforementioned studies could be derived from the 
different level of use of the social networking sites as majority of the students use these networks and 
thus, they are expected to be more knowledge which in turn leads them to have high level of 
awareness. 

Children and youths experience the following technical problems while using computer and internet; 
computers are infected with virus and trojan software due to user actions, breaking down the computer, 
and losing information and files (documents) and compromising software settings due to the previous 
problems (Canbek & Sagiroglu, 2007). In this study, students' answers under the threats and protection 
methods theme revealed that students had high awareness level due to the damages that dangerous 
software and viruses cause, awareness of protection software against malware, using this type of 
software, and recognizing whether there was an infection of this type of software. It was found out in a 
study conducted by Yildirim and Varol (2013) that many users did not use antivirus software. Similarly, in 
the study conducted by Tekerek and Tekerek (2013) it is found that students' awareness of malicious 
software scanning, document protection, personal computer protection, firewall and filtering software 
is low. In addition, students reported that their knowledge about safe internet and computer use 
inadequate. While anti-spam and antivirus software usage rates are 72.00% in Europe, it is 46.00% in 
Turkey (Kasikci et al., 2014). In our study, it is seen that students' antivirus software use rate was 
increased. This rise could be a consequence of the students' adaption of computer and mobile devices 
due to personal usage and as a result of intention of protecting personal information. In other words, 
students may not be taking serious of protecting their personal information on the ICT tools that they 
share with their parents, since they may be limiting their personal information on them; however they 
might be taking protecting their personal information seriously on their personal ICT tools. 

E-mail, and instant messaging types of communication environments are open to exploit children 
(Bilgin, 2007; cite in Celen, Celik, & Seferoglu, 2011). Probability of students being exploited got high due 
to possibility of students interacting with others online both in school and outside of the school with an 
increasing possibility on the personal computers and internet access used by teens. For this reason, it is 
expected that students have awareness of this issue. For the questions to assess awareness of the 
students of email security, almost half of the students claimed that they hide the identities of the 
receivers in multiple emails, mark the emails from unknown senders as a spam, scan the attached 
documents with antivirus software before opening them, and do not click on the links in the emails from 
unknown senders. In the fourth theme of password protection, most of the students reported that they 
save their passwords in notebooks in order not to forget them, use the same passwords for different 
environments, could not create strong and secure passwords, and did not know how to retake their 
accounts back when their passwords were hacked. In general, it could be said that students 1 awareness 
of email use is higher than their awareness of creating a secure password. However, when we consider 
that the use of secure password is a prerequisite for safe email usage; students were under a security 
risk even for this use. In the study conducted by Tekerek and Tekerek (2013) on K-12 students, it is 
found that students' password security awareness is low. In another study conducted by Mert, Bulbul 
and Sagiroglu (2012) on eight grade students, it is found that 30.00% of the students only used small 
letters, 17.00% of the students used only numbers, 17.00% of the students used various combinations of 
uppercase, small case and numbers, and only 1.00% used special characters in their passwords. The 
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research conducted by Kruger, Drevin and Steyn (2010) was revealed that half of the participants do not 
know the meaning of a strong password. The findings about the email and password security issues 
emerged from the present study are similar to the findings in their study. 

In general, majority of the students' awareness and knowledge of social networking security, threats, 
and protection methods theme were found to be high. Almost half of the students' awareness of the 
themes regarding access and password security and email security awareness were found to be high in 
comparison to the other themes; however majority of the students 1 threats and protection methods, 
software installation, internet and network security, user awareness and social engineering were found 
to be low. In general, themes were reviewed and interpreted by grouping the students 1 responses of 
"never", and "rarely" together and "often" and "always" together. However, when considering safe 
computer and internet use as a sensitive issue, the ideal interpretation of the student responses should 
be in both ends; for instance, only "always" and "never" responses as both ends should be considered 
due to the fact that information security is either (always) ensured or not (never). 

In summary, it could be said that nowadays students have an individual technology access since 
computer and internet technologies are getting cheaper, however the students' safe computer and 
internet use awareness under these six themes was found to be low. Although there are internet 
filtering software used in schools and safe internet and computer use content is taught in ICT courses, 
these implications are not enough to raise sufficient awareness of the students regarding safe internet 
and computer use. Furthermore, although it was acknowledged that safe ICT usage would significantly 
take place in the schools and thanks to the revision in ICT courses, it is seen that this provision is not 
implemented effectively as intended. In the future studies, students 1 , teachers 1 , and administrators 1 
opinions on using internet filtering software at the schools could be investigated. Curriculum studies 
about safe internet and computer use in ICT courses could be conducted. Although pre-service students 
enrolled in the Department of Computer and Instructional Technologies Education claimed that they 
have necessary knowledge and skills to ensure personal safe internet and computer use (Kurtoglu Erden, 
2014), it is suggested that pre-service teachers should have training on internet access, ICT literacy, 
technical infrastructure, ethical and legal issues for citizen groups, information security and security to 
increase their awareness in order to improve e-democracy culture and online political process (Yildiz & 
Seferoglu, 2014). According to Kaya and Tuna (2010) regardless of parents' education levels if the 
parents do not spend enough time with their children, if they do not guide their children on using ICT 
safely and do not have enough knowledge on these issues, it is highly likely that their children spend 
plenty of time with these technologies and develop unwanted behaviors or habits. For this reason, it is 
essential to inform the public about the educational activities on these aspects. A good example of a 
web based resource to improve safe internet and computer use awareness could be a web site 
developed by TUBITAK BILGEM in the "I am Protecting my Information E-Learning Project". In order to 
establish the widespread effects of these resources, they could be used in ICT courses and in the courses 
delivered by Public Education Centers. Also, public service announcement can be prepared regarding 
these issues for teachers, managers and students. The parents can be acknowledged about safe internet 
and computer use through seminars at the schools. 


Limitations and Suggestion for Future Research 

The present research adopting a descriptive survey method has several limitations. Firstly, research 
data were gathered with a questionnaire developed by the researchers. In the future studies, both 
quantitative and qualitative methods could be used for gaining deeper understanding of the related 
issues. Also, items of questionnaire were written by taking account of students' most frequent behaviors 
on safe computer and internet use. However given that this topic is an extensive topic, user awareness 
can be measured by utilizing different instruments that are broader in scope and with additional 
themes. The other limitation of this research is that sampling is limited to the students who study in 
secondary schools in Bartin Province in Turkey and who are in 15-18 age groups. In other words, 
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research findings represent only secondary school students' safe internet and computer use awareness. 
In the future studies, conducting different studies dealing with the students from different age groups 
and grades and different provinces would contribute to the literature. Also, new studies could be carried 
out with administrators, policy makers, parents and teachers. Considering that safe internet and 
computer use is a cultural phenomenon and the families have the most important role, studies with 
parents would contribute to the literature. 
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Turk?e Surum 


Giri§ 

Bilgi ve iletijim teknolojilerinin (BiT) kullammi <pocuk ve gentler arasinda hizla yayginlajmaktadir. 
Ogrencilere, okulda ve okul di§i zamanlarda <pe$itli ogrenme deneyim ve firsatlari saglamak adina 
ebeveynler, egitimciler ve politika belirleyiciler bilgisayar, mobil aygit ve internet erijimi gibi ge§itli 
teknolojik imkanlar sunmaya <pali§maktadir. Her ne kadar bu teknolojiler, <pocuk ve genglerin bili§sel ve 
sosyal gelijimleri i<pin bir firsat olsa da, aym zamanda onlari bircpok tehdit ve tehlike ile karji kar§iya da 
birakabilmektedir. Bu teknolojilerin <pocuk ve gentler tarafindan yanlij kullammi ebeveynler ve 
egitimciler uzerinde ciddi kaygilar olu§turmaktadir. Bu teknolojileri kullanan <pocuk ve gentler; 
pornografi, siber zorbalik, cpevrimig yagmacilik, yanli§ bilgilendirme, §iddet ve nefret igeren igerikler, 
kumar ve internet bagimliligi, veri kayiplari, maddi kayiplar gibi tehdit ve tehlikelere ka r§i savunmasiz 
kalabilmektedir. Soz konusu bu tehdit ve tehlikelerle mucadele etmede ise guvenli bilgisayar ve internet 
kullammimn saglanmasi onemli bir olgu olarak karjimiza gikmaktadir (Yenilmez & Seferoglu, 2013). 

Arajtirmacilar guvenli bilgisayar ve internet kullammimn saglanmasinda, teknik ve yasal yaptirim ve 
uygulamalarin bir <pozum olarak kullamldigim ifade etmekle birlikte (Ben-Asher & Gonzalez, 2015; Choo, 
2011 ), guvenligin saglanmasinda en onemli unsurun insan faktoru oldugunu belirtmektedir 
(Arachchilage & Love, 2014; Shillair et al., 2015; Van Bruggen, 2014). Ayrica, kullamcilarin internet 
ortamindaki guvenliklerini saglayabilmede; engellemeler, yasaklamalar, yaptirimlar yerine bireysel bilgi 
ve farkindaliklarimn artirilmasimn daha onemli oldugu ifade edilmektedir (Chou & Peng, 2011; Cole, 
2014; Valcke et al., 2007; Yan, 2009). Ornegin, Vicks (2013) tarafindan gergeklejtirilen arajtirmada, 
ortaokulda ogrenim goren ogrencilerin guvenli bilgisayar ve internet kullammimn saglanmasinda 
okuldaki internet filtrelerinin kullammimn etkisi incelenmij, arajtirma sonucunda a§iri kisitlayici 
politikalarin egitsel gevrimigi kaynaklara erijimi engelleyebildigi ifade edilmijtir. Arajtirmaci, kisitlamalar 
yerine guvenli internet kullammina yonelik bilgi ve farkindaligin artirilmasina, dogru internet kullamm 
kulturunun olu§turulmasina dikkat <pekmektedir. Murray (2014) tarafindan gergekle§tirilen ara$tirmada 
ise, teknoloji destekli Katolik lisesinde ogrenim goren genglerin guvenli internet kullammlari ile zorbalik 
ve pornografi davram§lari incelenmijtir. Arajtirma sonucunda ogrencilerin buyuk gogunlugunun her gun 
internete girdigi, %96.00'sinm sosyal medya kullandigi, BiT kullammlarinm guvenli olmadigi ve 50 k sik 
zorbalik ve pornografi durumlari ile kar§ila§tigi gorulmu§tur. Ara§tirmaci bunun gozumu igin de ogrenci, 
ebeveyn, ogretmen ve yoneticilerin guvenli bilgisayar ve internet kullammi farkindaliklarimn 
artirilmasina dikkat ipekmektedir. Bu noktadan hareketle, bilgi guvenligini <pocuklarda kazandirmada anne 
ve babalar da dahil olmak uzere birgok payda§in i§birligine ihtiyag oldugu goru 5 une ula§i labilmektedir. 

Guvenli bilgisayar ve internet kullammimn saglanmasinda insan faktorunu ve kullamci farkindaligim 
ele alan arajtirmalarda genel olarak; kullamcilarin guvenli bilgisayar ve internet kullammi farkindalik 
durumlari, guvenli BiT kullamm davramjlarinm ortaya betimlenmeye cpalijildigi (Leach, 2003; Rhee, Kim, 
& Ryu, 2009; Van Bruggen, 2014), bazi arajtirmalarda da guvenli bilgisayar ve internet kullammi 
egitimlerinin kullamci farkindaligina olan etkisinin incelendigi gorulmektedir (Chou & Peng, 2011; Harris, 
2010). Bilgi guvenligi ile ele alinan bazi degijkenler siber zorbalik (Murray, 2014), sosyal aglarda bilgi 
paylajim davramj durumlari (Tamjidyamcholo et al., 2014), okullarda internet filtresi kullammiyla ilgili 
ogrenci goru§leri ortaya konulmaya (Vicks, 2013) §eklinde orneklendirilebilir. Yapilan arajtirmalarin 
buyuk cpogunlugunda da universite ogrencileri ve yeti$kinler ile galijilmijtir. Ote yandan, BiT kullammimn 
getirmi§ oldugu riskier agsindan en 50 k tehdit altindaki grubun <pocuk ve gentler oldugu (Cole, 2014) 
dikkate alindiginda ise bu gruplar uzerinde yeni ara§tirmalar yapilmaya ba§landigi gorulmektedir 
(Alhejaili, 2013; Al-Jerbie & Jali, 2014; Chen, 2014; Cole, 2014; Murray, 2014; Ngoqo & Flowerday, 2015; 
Tsim, 2006; Valcke, Schellens, Van Keer, & Gerarts, 2007; Vicks, 2013; Wishart, 2004; Yan, 2009). Ancak 
<pocuklarin bilgi guvenligi duzeyi her ulkede farklilik gostermektedir; dolayisiyla yerel simrlar iginde 
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durumu ortaya koyan <;ali§malara ihtiyag vardir. Buna ko§ut olarak, Deisman'a (2008) gore guvenli 
bilgisayar ve internet kullammi farkindalik arajtirmalarinm ulusal/bolgesel duzeyde incelenmesinde 
yarar vardir. £unku egitim duzeyi, ebeveyn farkindalik durumlari, internet erijim politikalarindaki 
farklila§malar gibi birgok faktor <pocuk ve genglerin guvenli bilgisayar ve internet kullammi farkindalik 
duzeylerinde degijiklige yol agabilmektedir. Bu nedenle konuyla ilgili gocuk ve genflerin farkindalik 
durumlarinin ulusal/bolgesel duzeyde ara§tirilmasi ve buna gore planlamalar yapilip onlemler alinmasi 
onemlidir. Ara§tirmacilara gore gocuk ve genglerin guvenli bilgisayar ve internet kullammi 
farkindaliklarim; ya§ grubu, okulun teknoloji kullamm durumu ve guvenlik politikalari, ailesel ve gevresel 
ko§ullar gibi daha spesifik degijkenleri ele alarak inceleyen yeni arajtirmalara ihtiyag duyulmaktadir 
(Berrier, 2007; Harshman, 2014; Vicks, 2013). 

Ulusal alanyazin incelendiginde, Turkiye'de guvenli bilgisayar ve internet kullammiyla ilgili olarak 
katilimcilari yetijkinler, formator ogretmenler ve universite ogrencileri olan gejitli ara§tirmalarin (£akir, 
Hava, Gulen, & Ozudogru, 2015; Demirel, Yoruk, & Ozkan, 2013; Gokmen & Akgun, 2015; Karaoglan 
Yilmaz, Yilmaz, & Sezer, 2014; Kugukali & Bulbul, 2015) yapildigi gorulmektedir. Ote yandan, gocuk ve 
gentler uzerine yapilan ara§tirmalarin sayisimn ise simrli kaldigi (Kajikci et al., 2014; Tekerek & Tekerek, 
2013) soylenebilir. Bu konuda yapilmi? kapsamli arajtirmalardan biri olan Avrupa ^evrimigi (Jocuklar 
Projesinde, Turkiye ve Avrupa'daki focuklarin internetteki faaliyetleri, kar?ila§tiklari riskier ve 
ebeveynlerin gocuklarimn internet ya§antilari ile ilgili farkindaliklari raporlanmijtir (Kajikci et al., 2014). 
Arajtirmaya 9-16 ya§ arasinda olup internet kullanan 1018 ogrenci ve ebeveyn dahil edilmijtir. Sonuglar, 
katilimcilarin %40.00'inm kendisine ait bilgisayar ya da dizustu bilgisayara sahip oldugunu, %39.00'unun 
ise diger aile fertleri ile bilgisayari paylajtiklarim ve gunde ortalama 74 dakika internet kullandiklarim 
gostermijtir. Ayrica arajtirma, Turkiye'deki ?ocuklarin %60.00'inm okulda internet'e baglandigi, 
%51.00'inin ise internet kafeleri kullandigi ve ev di?i kullammlar nedeniyle ebeveynlerin gocuklarin 
internet kullammim denetleyemedigi, ?ocuklarin buyuk bolumunun internet kullamm becerilerinin 
yeterli olmadiginm ve birgok gevrimiip risklere maruz kaldiklarim gostermektedir. Tekerek ve Tekerek 
(2013) tarafindan yapilan farkli bir ara§tirmada ise, Mara? ilinde ilkogretim ve lise ogrencilerinin bilgi 
guvenligi farkindalik durumlari ortaya konulmaya gali§ilmi§tir. Ara§tirma sonucunda ogrencilerin etik 
konulardaki bilgi guvenligi farkindalik duzeylerinin yeterli seviyede oldugu bulunmu§tur. Ancak 
ogrencilerin kurallar ve bilgi gerektiren konulardaki farkindalik duzeylerinin du?uk oldugu gozlenmijtir. 

Ulusal alanyazinda yapilan <;ali§malar genel olarak degerlendirildiginde, hedef kitlesi socuk ve gentler 
olan ara§tirma sayisimn simrli oldugu ve bu hedef kitleye yonelik kapsamli arajtirma bulgularina ihtiyag 
duyuldugu anlajilmaktadir. Turkiye'de gocuk ve genglerin guvenli bilgisayar ve internet kullammi 
farkindaliklarim inceleyen <pe?itli ara§tirmalarin yapilmaya ba§landigi gorulmektedir. Ancak <pocuk ve 
genflerin guvenli bilgisayar ve internet kullammi farkindaliklari konusunda hala bilimsel ara§tirmalara 
ihtiyag vardir. Ka§ik<p vd. (2014) tarafindan gergeklejtirilen ara§tirma sonuglarina gore Mayis ve Haziran 
2010 yili verilerine gore Turkiye'deki ogrencilerin buyuk gogunlugunun okul ve internet kafelerden, bir 
kisminm da ebeveynleri ile ortak kullamlan bilgisayarlardan internete erijtikleri gorulmektedir. 
Dolayisiyla okul ve internet kafelerde internet filtre programlari, evde ise ebeveyn faktoru ile ogrenci 
denetimi kismen de olsa saglanabilmektedir. Son yillarda ucuzlayan bilgisayar ve internet teknolojileri 
gentler arasinda hizla yayginla§sa da bu teknolojilerin gentler uzerinde olu§turacagi tehditlerle ilgili 
alinan onlemlerin hala simrli oldugu soylenebilir. Okul ignde BT dersleri ve internet filtresi, okul di?inda 
ise ebeveyn kontrolu ile kismen de olsa guvenli bilgisayar ve internet kullammi saglanmaktadir. Ancak 
ebeveyn kontrolu yalmzca ortak kullamlan bilgisayarlar ile simrlidir. Gunumuzde bireysel teknoloji erijim 
imkanlari (ozellikle mobil cihazlar ile) goz onunde bulunduruldugunda ise ebeveyn denetimlerinin de 
azalabilecegi bir gergektir. Bu nedenle genglerin bireysel guvenli bilgisayar ve internet kullamm 
alijkanliklarinm belirlenmesi, farkindaliklarinm bilinmesi ve bu farkindalik durumlarina gore ge§itli 
onlemler alinmasi gerekmektedir. 
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Bilge Guvenligi Kapsaminda Ele Alinan Konular 

Alanyazindaki galijmalarda, hangi konularin bilgi guvenligi dahilinde ele alindigina bakildiginda ise 
genellikle §u i)s bajlik vurgulanmaktadir: Gizlilik, butunluk ve erijilebilirlik (Gulduren & Keser, 2015; 
Kritzinger & Smith, 2008). Bu bajliklar ayrintilandiginda, ara§tirma sonuslarina gore ozellikle; erijim ve 
$ifre guvenligi, sosyal ag guvenligi, tehditler ve korunma yollari, yazilim yukleme ve guncelleme, e-posta 
guvenligi, internet ve ag guvenligi, sosyal (veya toplum) muhendisligi (bir bilgisayar korsaninm kimligini 
gizleyerek veya farkli gostererek kar§i tarafi aldatmaya donuk hileleri) ve kullamci farkindaligi gibi farkli 
boyutlara yonelik birgok tehdidin ve kullamci hatalarinin bilgi guvenligi agiklarina yol agtigi ifade 
edilmektedir (Alhejaili, 2013; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Van Bruggen, 2014; 
Valcke et al., 2007). 

Ornegin; bilgisayarin ortak kullammi, gusli) olmayan jifrelerin tercih edilmesi, jifre isteyen turn 
ortamlarda aym $ifrenin kullamlmasi, jifrenin not defteri gibi herkesin ula§abilecegi ortamlara yazilmasi, 
$ifrelerin ba§kalari ile payla§ilmasi bilgi hirsizligina yol a?an bajlica durumlardandir. Yine, bilgisayara 
guvenirligi test edilmemi§ ortamlardan program yuklenmesi ve bilgisayardaki guvenlik yazilimlarimn 
guncellenmemesi, internet ve ag ortamlarinda guvenli olmayan paylajimlarin yapilmasi kullamcilari bilgi 
guvenligi tehditleri ile karji kar§iya birakabilmektedir. Ayrica kullamcilarin tehdit olabilecek zararli 
programlari bilmemesi, sosyal muhendislik gibi kavramlara a§ina olmamasi da guvenli bilgisayar ve 
internet kullammi sorunlarina yol a<pan ba§lica durumlardir. Bu problemler kullamcilari yalmzca bilgi 
hirsizligi degil, aym zamanda pek gok maddi ve psikolojik sorunlarla da karji kar§iya birakmaktadirlar. 
Bununla birlikte guvenli bilgisayar ve internet kullammina ilijkin kullamci farkindaligim belirlemeye 
yonelik salijmalarda kullamci farkindaligimn gogunlukla belirli boyutlar agsindan incelendigi 
gorulmektedir. Ancak bilgi guvenliginin bir biitun oldugu goz onune alindiginda kullamci farkindaligim 
belirlemeye yonelik kapsamli galijmalara duyulan ihtiya? alanyazinda kendini hissettirmektedir. 

Sonus olarak, alanyazindaki sali§malarin da ortaya koydugu gibi bilgi guvenligini saglamanm en temel 
ekseninde teknolojilere yatirim yapmaktan ve de korunma amasli teknolojileri kullanmaktan ziyade 
insanlarin bilinslenmesi, guvenlik teknolojilerini dogru zamanda ve yerde kullanmasi (Gulduren & Keser, 
2015) ve bu dogrultuda farkindaliklarimn artirilmasi gerekmektedir. Farkindalik, ogrencilerin magdur 
olmamasi isin dikkate alinmasi gereken ilk faktorlerdendir ve bu yonu ile ogrencilerin kendilerini 
korumalarinda hayata donuk temelleri olan bir etkendir. Ancak, ulkemizde giderek artan bilijim guvenligi 
tehditlerinin sonucunda ortaya sikan bilijim suslari (Gokmen & Akgun, 2016) dikkate alindiginda ozellikle 
gens ya§taki bireylerin magdur olmadan guvenlik karnelerinin ortaya s 1 karilmasi gerekmekte iken 
ozellikle gens yajtaki ogrencilerin bilgi guvenligi profilini farkli asilardan butiincul olarak ortaya koyan 
ulusal/bolgesel duzeyde bir sal'jmaya ihtiyas duyulmaktadir. Ayrica, ogrencilerin bilgi guvenligi 
durumlarimn zaman isinde degijiklikler gosterebilecegi dikkate alindiginda, guncel bir salismaya ihtiyas 
duyulmaktadir. Dolayisiyla, guvenli bilgisayar ve internet kullammi farkindaligi ile ilgili ara§tirma sonus ve 
onerileri dikkate alindiginda gersekle§tirilen bu arastirmanm amaci, lise ogrencilerinin guncel guvenli 
bilgisayar ve internet kullamm farkindalik profillerini ortaya koymaktir. Bu amas dogrultusunda 
arajtirmada gelijtirilen alt-temalar dikkate alinarak a§agidaki sorulara yamt aranmaya salijilmijtir: 

1. Ogrencilerin erijim ve §ifre guvenligi hakkindaki farkindaliklari ne duzeydedir? 

2. Ogrencilerin sosyal ag guvenligi hakkindaki farkindaliklari ne duzeydedir? 

3. Ogrencilerin tehditler, korunma yollari, yazilim yukleme ve guncellemeye ilijkin farkindaliklari ne 
duzeydedir? 

4. Ogrencilerin e-posta guvenligine ilijkin farkindaliklari ne duzeydedir? 

5. Ogrencilerin internet ve ag guvenligine ilijkin farkindaliklari ne duzeydedir? 

6. Ogrencilerin kullamci farkindaliklari ve sosyal muhendislige ilijkin farkindaliklari ne duzeydedir? 
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Yontem 


Arajtirma Modeli 

Bu ara$tirmada, nicel arajtirma yontemlerinden betimsel modelden yararlamlmi§tir. Betimsel 
modelde amaglanan, var olan bir durumu istenilen temalar altinda ortaya koymak ve agklamaktir. 
Arajtirmada da, liselerde ogrenim goren ogrencilerin guvenli bilgisayar ve internet kullamm 
farkindaliklarmi farkli temalar altinda inceleyerek var olan durum ortaya koymak istendigi ign betimsel 
model seglmijtir. 

Katilimcilar 

Arajtirmamn evrenini Bartin il Merkezindeki liselerde ogrenim goren ogrenciler olu§turmaktadir. 
2014 - 2015 egitim ogretim yili verilerine gore Bartin il merkezinde lise duzeyindeki okul sayisi 17, 
ogrenci sayisi ise 8299'dur. Evreni temsil edecek ornekleme segilirken "Tabakali Orneklem Teknigi" 
kullamlmi$tir. Tabakali ornekleme evrene ait turn elemanlarin e§it seglme §ansina sahip oldugu bir 
tekniktir. Bu galijmada orneklem belirlemek amaciyla evren; a. Okul turleri (Anadolu liseleri, Fen lisesi, 
Mesleki ve teknik anadolu liseleri, Guzel sanatlar lisesi ve imam hatip liseleri), b. Sinif duzeyi (9., 10., 11. 
ve 12. Sinif) c. §ube olmak uzere 3 tabakaya ayrilmijtir. Bu galijmada "tabakali orneklem yontemi" ile 
belirlenen 3029 ogrenci galijmamn orneklemini olu§turmaktadir. 

Gonulluluk esasina dayali olarak toplanan verilerde, ara§tirmacilar tarafindan geli§ti rilip uygulanan 
anketin %5.00'inden fazlasmi eksik dolduranlarin anketleri gegersiz sayilmi§ ve toplam 2029 ogrenciden 
elde edilen veriler analiz edilmijtir. Arajtirmaya katilan ogrencilerin demografik ozelliklerine a§agida yer 
verilmi$tir. Ara$tirma kapsaminda 1087 kiz ve 942 erkek ogrenciye ula§ilmi§tir. Soz konusu ogrencilerin 
%94.00'u (f=1907) bireysel olarak kullandigi bilgisayar ya da mobil cihaza (akilli telefon, tablet bilgisayar 
vb.) sahip oldugunu ve ogrencilerin %76.00'si (f=1542) da kijisel bilgisayar ya da mobil cihazlarinda 
internet baglantisina sahip olduklarim belirtmi§lerdir. Orneklemi olu§turan ogrencilerin %23.80'i (f=482) 
guvenli bilgisayar ve internet kullammi konusunda egitim aldigmi belirtirken, %76.20'si (f=1547) bu 
konuda herhangi bir egitim almadigim belirtmijtir. Ogrencilerin gunluk bilgisayar / mobil cihaz kullanma 
surelerine bakildiginda %10.50'inin (f=396) her gun bilgisayar/mobil cihaz kullanmadigi, %22.10'unun 
(f=499) yaklagk yarim saat, %37.90'inin (f=768) 1 ila 2 saat arasinda, %14.20'sinin (f=289) 3 ila 4 saat 
arasinda ve %6.30'unun (f=127) 4 saatten fazla kullandigi belirlenmijtir. Ogrencilerin gunluk internet 
kullanma surelerine bakildiginda %5.20'sinin (f=105) her gun internet kullanmadigi, %18.20'sinin (f=369) 
yaklagk yarim saat, %40.20'sinin (f=816) 1 ila 2 saat arasinda, %21.30'unun (f=432) 3 ila 4 saat arasinda 
ve %15.10'unun (f=307) 4 saatten fazla kullandigi belirlenmijtir. Bu bulgular Avrupa ^evrimigi ^ocuklar 
Projesindeki (Kajikci et al., 2014) Mayis ve Haziran 2010 yili verilerine gore Turkiye ortalamasi ile 
karglajtirildiginda orneklemi olu§turan ogrencilerin gunluk internet kullamm surelerinin arttigi 
anlaglmaktadir. 

Veri Toplama Arabian 

Bu arajtirmadaki veriler, arajtirmacilar tarafindan geli§tirilmi§ olan bir anket ile elde edilmijtir. 
Arajtirmada veri toplama araci olarak anketin tercih edilmesinin temel nedeni alanyazinda guvenli 
bilgisayar ve internet kullammi farkindaligim belirlemede kullamlan; erijim ve §ifre guvenligi, sosyal ag 
guvenligi, tehditler, korunma yol lari, yazilim yukleme ve guncelleme, e-posta guvenligi, internet ve ag 
guvenligi, kullamci farkindaliklari ve sosyal muhendislik alt boyutlarim da igeren bir olgme aracina 
ihtiyacin olmasidir. 

Anket gelijtirme surecinin birinci a§amasinda problem durumu belirlenmij ve alanyazin (Alhejaili, 
2013; Al-Jerbie & Jali, 2014; Arachchilage & Love, 2014; Berrier, 2007; Chen, 2014; Chou & Peng, 2011; 
Kagkci et al., 2014; Lawler & Molluzzo, 2010; Murray, 2014; Ngoqo & Flowerday, 2015; Shillair et al., 
2015; Tsim, 2006; TUBiTAK BiLGEM, 2011; Valcke et al., 2007; Van Bruggen, 2014) incelenerek bu 
problem durumuna uygun temalar belirlenmijtir. Bu alt temalar; erijim ve §ifre guvenligi, sosyal ag 
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guvenligi, tehditler, korunma yol lari, yazilim yukleme ve guncelleme, e-posta guvenligi, internet ve ag 
guvenligi, kullamci farkindaliklari ve sosyal muhendislik §eklindedir. Alt temalarin belirlenmesinin 
ardindan alanyazin taramasindan elde edilen bilgiler dogrultusunda, 60 madde yazilarak bir madde 
havuzu olu§turulmu$tur. Madde havuzundan anket taslak formunda yer almasi uygun bulunan 53 
madde segilmi§ ve likert tipi derecelendirme ile on uygulama formu olu§turulmu§tur. Anketin gegerligini 
saglamak uzere bir belirtke tablosu, olujturularak bir Turk Dili uzmam ve bilgi guvenligi ve etik 
konularinda ?ali§an be§ egitim teknolojisi alan uzmaninin goru§une ba§vurulmu§tur. Dil uzmam yazilan 
anket maddelerini dil ve anlatim, anla§ilabilirlik aglarindan incelemi§tir. Egitim teknolojisi alan uzmanlari 
ise anket maddelerini kapsam, olgut, yapi ve gorunu? gegerligi agsindan degerlendirmi§lerdir. 
Uzmanlardan gelen donutler dogrultusunda anket uzerinde gerekli duzenlemeler yapilmijtir. Ardindan 
anketin pilot uygulamasi orneklem digndaki bir lisede ogrenim goren ve bilgisayar ve internet kullanan 
60 ogrenci uzerinde gergekle§tirilmi§ ve dil gegerligi, anlaglirlik, seviyeye uygunluk gibi kriterler agsindan 
degerlendirilerek yeniden duzenlenmij ve ankete son §ekli verilmi$tir. Anketin son hali, dokuz bolum ve 
47 sorudan olu§an be§li likert olarak yapilandirilmijtir. Arajtirmacilar tarafindan uygulanan anket 
sonucunda elde edilen veriler arasindan eksik veriler gkarildiktan sonra frekans analizine tabii tutularak 
arajtirma bulgulari raporlanmi$tir. Hesaplamalar dokuz tema ign ayri ayri yapilmijtir. Genel olarak 
temalarin degerlendirilmesi siirecinde "higbir zaman" ile "nadiren"; "gogu zaman" ile "her zaman" 
gozenekleri birlikte yorumlanarak degerlendirilmijtir. 

Verilerin Analizi 

Ankete ilijkin faktor yuk degerleri, olgumler igin orneklemin uygunlugunu belirlemede KMO (Kaiser- 
Meyer- Olkin Mesaure of Sampling Adequacy) katsayi degeri, maddeler arasi tutarliligi belirlemede 
Bartlett Testi ve guvenirlik igin Cronbach Alfa Guvenirlik Katsayisi'na bakilmijtir. 47 maddenin faktor yuk 
degerleri .36 ile .62 arasinda degi§mektedir. KMO degeri ise .86 bulunmu§tur. KMO degeri l'e yaklajikfa 
yapilan faktor analizi daha anlamli hale gelmektedir. KMO degerinin .50 ve .70 arasinda olmasi orta 
duzey, .71 ve .80 arasinda olmasi iyi duzey ve .81 ve .90 arasinda olmasi 50k iyi duzey ve .91 ve uzeri 
olmasi mukemmel olarak adlandirilmaktadir (Field, 2005). Buradan hareketle orneklemin veri analizi igin 
yeterli oldugu soylenebilir. Yapilan Bartlett testiyle analizlerin sonucunun anlamli oldugu 
gorulmu§tur (Ki-kare= 16025.23, p<.01). Anketin guvenirligi incelendiginde Cronbach Alfa Guvenirlik 
Katsayisi'nm .86 oldugu belirlenmijtir. Bu sonuglar olgme aracinm guvenilir oldugunu gostermektedir. 
Toplanan verilerin analizinde frekans ve yuzde degerleri kullamlmi$tir. 

Bulgular 

Arajtirma bulgulari veri toplama aracinin gelijtirilmesi siirecinde belirlenen temalar dogrultusunda 
a§agida sirasiyla sunulmujtur. Birinci alt tema olan eri$im ve §ifre guvenligi konusunda ogrencilerin 
farkindaliklarini belirlemeye yonelik olarak toplanmij olan verilere Tablo l'de yer verilmijtir. Tablo 1 
incelendiginde ogrencilerin yaklajik yarisinm bilgisayar ve erijim guvenligi konusunda farkindaliklarinm 
yiiksek oldugu, diger ogrencilerin ise bu konulardaki farkindaliklari agsindan risk altinda oldugu 
anlaglmaktadir. Tablo l'e gore ogrencilerin %49.40'imn bilgisayar/diger elektronik cihazlara §ifre ile giri§ 
yaptigi, %46.40'inm bu cihazlarin gegici olarak kapandiginda da oturumu tekrar §ifre ile agtiklari 
belirlenmijtir. Ayrica ogrencilerin biiyiik gogunlugunun bilgisayar ve diger mobil cihazlarmi ba§kalari ile 
kullandiklari/paylajtiklari gorulmektedir. Tablo l'deki bulgulara gore ogrencilerin %15.10'unun 
hesaplarinm jifrelerini herhangi bir yere yazmadigi, %43.90'min hesabi ba§kasi tarafindan ele 
gegirildiginde geri alabildigi, %13.8'inin hesaplarinda aym jifreyi hig kullanmadigi, %55.80'inin jifrelerinin 
en az sekiz karakterden olu§tugu, %45.00'inin jifrelerinde ozel karakterlerin bulundugu, %23.00'unun 
jifrelerinde sirali karakter bulunmadigi gorulurken, %21.70'inin de jifrelerinde kijisel bilgi 
bulundurmadigi belirlenmijtir. Tablo l'deki maddeler di§inda ogrencilere jifrelerini ne kadar siklikla 
guncelledikleri sorulmujtur. Ogrencilerin %23.60'inin (f=478) guncelleme yapmadigini, %16.70'inin 
(f=338) her ay, %19.20'si (f=389) ug ayda bir, %14.10'u (f=286) alti ayda bir, %14.20'si (f=289) yilda bir ya 
da daha uzun surede yaptigmi ve %12.30'u (f=249) guncelleme onerisini sitenin yapmasim bekledigini 
belirtmijtir. 
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Tablo 1. 

Ogrencilerin Erifim ve §ifre Guvenligi Hakkmdaki Farkmdaliklari. 


Farkindaliklar 


Higbir 

zaman 

Nadiren 

Arada 

sirada 

Co|u 

zaman 

Her 

zaman 

Bilgisayar ya da diger elektronik cihazlarimi atparken 

f 

216 

312 

497 

500 

504 

ba§langigta §ifre ile giri§ yaparim. 

% 

10.60 

15.40 

24.50 

24.60 

24.80 

Bilgisayarin ya da diger elektronik cihazlarimin 

f 

217 

400 

470 

467 

475 

ba5indan kisa bir sureligine de olsa ayrildigimda 

% 

10.70 

19.70 

23.20 

23.00 

23.40 

oturumu kapatir ve tekrar §ifre ile agarim. 

Kijisel bilgisayarimi, telefonumu vb. yi aile, arkada§ 

f 

152 

357 

500 

462 

558 

gibi yakinlarla payla§ir, ortak kullamrim. 

% 

7.50 

17.60 

24.60 

22.80 

27.50 

internet, e-posta, Facebookgibi hesaplarimin 

f 

306 

429 

512 

359 

423 

jifrelerini unutmamak igin not defteri gibi bir yerlere 

% 

15.10 

21.10 

25.20 

17.70 

20.80 

yazarim. 

§ifrem ba§kasinm eline ge<ptiginde hesabirrn geri 

f 

231 

262 

536 

524 

476 

alabilirim. 

% 

11.40 

12.90 

26.40 

25.80 

23.50 

$ifre isteyen turn ortamlarda (bilgisayara girij, e- 

f 

281 

387 

481 

469 

411 

posta, cep telefonu, Facebook gibi) aym jifreyi 

% 

13.80 

19.10 

23.70 

23.10 

20.30 

kullamrim. 

En az sekiz karakterden olu5an jifreler kullamrim. 

f 

187 

279 

431 

475 

657 


% 

9.20 

13.80 

21.20 

23.40 

32.40 

§ifrelerimde; buyuk ve kuguk harfler ve harflerin yam 

f 

319 

364 

433 

465 

448 

sira, rakam ve "?, @, !, #, %, +, -, *, %" gibi ozel 

% 

15.70 

17.90 

31.30 

22.90 

22.10 

karakterleri tercih ederim. 

§ifrelerim 1, 2, 3, 4 gibi ya da a, b, c, d gibi klavyedeki 

f 

467 

292 

483 

406 

381 

harf sirasi, alfabedeki harf sirasi gibi si rah karakterler 

% 

23.00 

14.40 

23.80 

20.00 

18.80 

igerir. 

§ifrelerim ad, soyadi, dogum tarihi, dogum yeri, TC 

f 

441 

347 

395 

508 

338 

Kimlik No gibi kijisel bilgileri igerir. 

% 

21.70 

17.10 

19.50 

25.00 

16.70 


ikinci alt tema olan sosyal aglarin guvenligi konusunda ogrencilerin farkindaliklarim belirlemeye yonelik 
olarak toplanmi? olan verilere Tablo 2'de yer verilmijtir. £ali$maya katilan ogrencilerin %91.80'i (f=1863) 
sosyal ag kullandigim, %8.20'si (f=166) sosyal ag kullanmadigim ifade etmijtir. Sosyal ag kullananlarin 
ogrencilerin 1799'u sosyal ag hesabi oldugu konusunda ebeveynlerinin haberi oldugunu, 34'u 
ebeveynlerinin haberi olmadigim ve 30 tanesi de bu konudan tarn emin olamadigini belirtmi$tir. Tablo 2 
incelendiginde ogrencilerin %42.30'unun sosyal aglarda kijisel bilgilerini payla§madigi, %58.00'inin 
sosyal aglarda tammadigi kijilerden gelen mesajlari/istekleri engelleyebildigi, %60.10'unun sosyal 
aglardaki payla§imlarinm guvenligini saglayabildigi, %57.90'inm rahatsiz edici gonderi/iletilerle ilgili 
jikayet olu§turabildigi ve %57.90'inm gruplarin/sayfalarin gizlilik ayarlarim degijtirebildigi gorulmektedir. 
Tablo 2 genel olarak degerlendirildiginde ogrencilerin yarisindan fazlasinin sosyal ag guvenligi 
konusundaki bilgi ve farkmdaliklari yuksek olarak degerlendirilebilir. Bunun nedeni olarak da sosyal 
aglarin ogrenciler arasinda 50k fazla kullamliyor olmasi ve bu kullamma bagli olarak ogrencilerin bu 
konularda deneyim sahibi olmalari gorulebilir. 
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Tablo 2. 

Ogrencilerin Sosyal Ag Guvenligi Konusundaki Farkmdaliklari. 


Farkindaliklar 


Higbir 

zaman 

Nadiren 

Arada 

sirada 

Co|u 

zaman 

Her 

zaman 

Sosyal aglarda (Facebook, Twitter vb.) kijisel 

f 

340 

518 

434 

408 

329 

bilgilerimi (dogum tarihi, dogum yeri, cep telefonu, 
ev adresi, okulum gibi) paylajirim. 

% 

16.80 

25.50 

21.40 

20.10 

16.20 

Sosyal aglarda tammadigim kijilerden gelen 

f 

100 

323 

428 

563 

615 

istenmeyen mesajlari / gonderileri / bildirimleri / 
arkada§lik isteklerini engellerim. 

% 

4.90 

15.90 

21.10 

27.70 

30.30 

Sosyal aglarda payla§acagim gonderilerin kimlerin 

f 

169 

261 

379 

421 

799 

gorebilecegini guvenlik ayarlarindan degijtiririm. 

% 

8.30 

12.90 

18.70 

20.70 

39.40 

Sosyal aglarda beni rahatsiz eden bir gonderi / ileti 

f 

204 

271 

379 

453 

722 

ile kar§ila§tigimda o gonderi ign jikayet 
olu§tururum. 

% 

10.10 

13.40 

18.70 

22.30 

35.60 

Sosyal aglarda olu§turdugum gruplarin / sayfalarin 

f 

140 

303 

411 

470 

705 

gizlilik ayarlarmi degi$tiririm. 

% 

6.90 

14.90 

20.30 

23.20 

34.70 

Sosyal ag hesabima yeni bir cihaz ya da tarayicidan 

f 

164 

306 

510 

419 

630 

giri§ yapildiginda sosyal agin bana uyari 
gondermesini saglayabilirim. 

% 

8.10 

15.10 

25.10 

20.70 

31.00 


Uguncu alt tema olan tehditler, korunma yollari, yazilim yukleme ve guncellemeye ilijkin ogrencilerin 
farkindaliklarmi belirlemeye yonelik olarak toplanmi? olan verilere Tablo 3'de yer verilmijtir. 

Tablo 3. 

Ogrencilerin Tehditler, Korunma Yollari, Yazilim Yukleme ve Guncellemeye ilifkin Farkmdaliklari. 


Farkindaliklar 


Higbir 

zaman 

Nadiren 

Arada 

sirada 

Co|u 

zaman 

Her 

zaman 

Bilgisayar ya da diger elektronik cihazlarima (tablet, 

f 

121 

310 

451 

494 

653 

cep telefonu vb.) bula§abilecek zararli programlarin 

% 

6.00 

15.30 

22.20 

24.30 

32.20 

(virus, casus yazilim, truva ati, solucan, spam gibi) 
neler oldugunu ve ne gibi zararlar verebileceginin 
farkindayim. 

Zararli programlardan koruma yazilimlarimn 

f 

126 

293 

434 

468 

708 

(antivirus, casus yazilim onleme gibi) neler 

% 

6.20 

14.40 

21.40 

23.10 

34.90 

oldugunun ve ne i§e yaradiklarinin farkindayim. 

Zararli programlardan koruma yazilimlarini 

f 

147 

350 

403 

460 

669 

bilgisayarima yukler ve etkin olarak kullamrim. 

% 

7.20 

17.20 

19.90 

22.70 

33.00 

Bilgisayarima ya da diger elektronik cihazlarima 

f 

148 

305 

448 

582 

546 

zararli yazilimlarin bulagp bula§madigim anlarim. 

% 

7.30 

15.00 

22.10 

28.70 

26.90 

internetten bilgisayarima ya da diger elektronik 

f 

349 

354 

451 

438 

437 

cihazlarima lisansli olmayan (korsan) yazilimlar 

% 

17.20 

17.40 

22.20 

21.60 

21.50 

indirir ve yuklerim. 

internetten yazilim, program vb. indirilecek sitenin 

f 

250 

332 

438 

480 

529 

guvenli olup olmadigim ara§tiririm. 

% 

12.30 

16.40 

21.60 

23.70 

26.10 


Tablo 3 incelendiginde ogrencilerin %56.50'sinin bilgisayar/diger elektronik cihazlara bula§abilecek 
zararli yazilimlarin farkinda oldugu, %58.00'inin bununla ilgili onlem aimak ign kullanmalari gereken 
programlarin ne i$e yaradiginin farkinda oldugu, %55.70'inin koruma yazilimlarini aktif olarak 
kullanabildigi ve %55.60'inin zararli yazilimlarin bula§ip bulajmadigim anlayabildigi tespit edebilmijtir. 
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Tablo 3 genel olarak degerlendirildiginde ogrencilerin yaklagk yarisinin tehditler ve korunma yollari 
konusundaki bilgi ve farkindaliklari yuksek olarak degerlendirilebilir. Diger ogrencilerin ise bu 
konulardaki yeterlilik ve farkindaliklari agsindan risk altinda oldugu anlaglmaktadir. 

Tablo 3'teki bulgulara gore ogrencilerin %34.60'inm bilgisayar/diger elektronik cihazlara korsan 
yazilimlar yuklemedigi, %49.80'inin internetten yazilim/ program indirdigi sitenin guvenli olup olmadigini 
arajtirdigi tespit edilmijtir. Tablo 3'deki maddeler dignda ogrencilere antivirus programlarini ne kadar 
siklikla guncelledikleri sorulmu§tur. Ogrencilerin %17.20'si (f=348) guncelleme yapmadigim, %3.60'i 
(f=73) her gun, %3.20'si (f=64) her hafta, %3.10'u (f=62) her ay, %3.30'u (f=67) alti ayda bir, %4.10'u 
(f=83) yi Ida bir ya da daha uzun surede yaptigmi ve %65.60'i (f=1332) otomatik guncelleme yapildigini 
belirtmijtir. Ayrica ogrencilere dijital ortamdaki verileri ne kadar siklikla yedekledikleri soruldugunda 
ogrencilerin %45.90'i (f=931) yedekleme yapmadigim, %5.20'i (f=105) her gun, %7.30'u (f=148) her 
hafta, %14.20'si (f=288) her ay, %12.80'i (f=260) alti ayda bir, %14.60'i (f=297) yilda bir ya da daha uzun 
surede yaptigmi belirtmijtir. Yazilim yukleme, guncelleme ve yedekleme temasi genel olarak 
degerlendirildiginde bu konularda bilgi ve farkindaligi yuksek olarak degerlendirilebilecek ogrenci 
sayisimn yarimn altinda kaldigi soylenebilir. Bir diger ifade ile ogrencilerin buyuk gogunlugunun bu 
konudaki yeterlilik ve farkindaliklari agsindan risk altinda oldugu anlajilmaktadir. 

Dorduncu alt tema olan e-posta guvenligi konusunda ogrencilerin farkindaliklarini belirlemeye 
yonelik olarak toplanmi§ olan verilere Tablo 4'de yer verilmijtir. 


Tablo 4. 

Ogrencilerin E-posta Guvenligi Hakkmdaki Farkindaliklari. 


Farkindaliklar 


Higbir 

zaman 

Nadiren 

Arada 

sirada 

Co|u 

zaman 

Her 

zaman 

Bir e-postayi birden fazla kijiye gonderirken alicilarin 

f 

322 

338 

411 

440 

518 

e-posta adreslerini gizlerim. 

% 

15.90 

16.70 

20.30 

21.70 

25.50 

istemedigim e-postalari spam (istenmeyen e-posta) 

f 

198 

227 

464 

510 

630 

olarak i§aretlerim. 

% 

9.80 

11.20 

22.90 

25.10 

31.00 

E-posta ile gelen bir eklentiyi agmadan once 

f 

272 

358 

533 

382 

484 

kaynagmi kontrol edip, virus taramasindan gegririm. 

% 

13.40 

17.60 

26.30 

18.80 

23.90 

Tammadigim ve kaynagmi bilmedigim kijilerden 

f 

204 

287 

422 

432 

684 

gelen e-postalara yamt vermem. 

% 

10.10 

14.10 

20.80 

21.30 

33.70 

Tammadigim ve kaynagmi bilmedigim kijilerden 

f 

158 

336 

420 

496 

619 

gelen e-posta mesaji igerisindeki baglantilara 
(linklere), dosyalara tiklamam, agmam. 

% 

7.80 

16.60 

20.70 

24.40 

30.50 

Bir e-postayi birden fazla kijiye gonderirken alicilarin 

f 

322 

338 

411 

440 

518 

e-posta adreslerini gizlerim. 

% 

15.90 

16.70 

20.30 

21.70 

25.50 


Tablo 4 incelendiginde ogrencilerin %47.20'sinin goklu e-posta gonderirken alicilari adreslerini 
gizledigi, %56.10'unun istenmeyen postalari spam olarak i§aretleyebildigi, %42.70'inin e-posta ekinde 
gelen dosyalari virus taramasindan gegrdigi, %55.00'inin tammadigi kijilerden gelen e-postalara yamt 
vermedigini ve %54.90'inin bu e-postalarda bulunan baglantilara tiklamadiklari gorulmektedir. Tablo 4 
genel olarak degerlendirildiginde ogrencilerin yaklagk yarisinin e-posta guvenligi konusundaki bilgi ve 
farkindaliklarmin yuksek olarak degerlendirilebilir. Diger ogrencilerin ise bu konulardaki yeterlilik ve 
farkindaliklari agsindan risk altinda oldugu anlaglmaktadir. 

Bejinci alt tema olan internet ve ag guvenligi konusunda ogrencilerin farkindaliklarini belirlemeye 
yonelik olarak toplanmi§ olan verilere Tablo 5'de yer verilmijtir. 
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Tablo 5. 

Ogrencilerin internet ve Ag Guvenligi Hakkmdaki Farkmdaliklari. 


Farkindaliklar Higbir Nadiren Arada £ogu Her 


zaman sirada zaman zaman 


Modem jifremi duzenli olarak degijtiririm. 

f 

254 

437 

492 

441 

405 


% 

12.50 

21.50 

24.20 

21.70 

20.00 

Modemimin §ifresini arkada§larimla/kom 5 ularimla 

f 

287 

400 

454 

548 

340 

paylajirya da onlarin benimle paylajtiklari jifreleri 
kullamrim. 

% 

14.10 

19.70 

22.40 

27.00 

16.80 

Bilgisayarimla ya da diger elektronik cihazlarimla 

f 

156 

319 

484 

529 

541 

yalmzca bildigim ve guvendigim kablosuz internet 
baglantilarina baglanmm. 

% 

7.70 

15.70 

23.90 

26.10 

26.70 

internetten guvenli ali§veri§ yapmak igi n gerekli olan 

f 

237 

269 

492 

509 

522 

guvenlik tedbirlerini alirim. 

% 

11.70 

13.30 

24.20 

25.10 

25.70 

internet sayfalarinda gezinti yaparken gikan 

f 

254 

380 

492 

467 

436 

mesajlari okumadan "evet" veya "tamam" gibi 
setpeneklere tiklarim. 

% 

12.50 

18.70 

24.20 

23.00 

21.50 

https ve -^l simgesi olan siteleri kullanmayi tercih 

f 

225 

289 

507 

429 

579 

ederim. 

% 

11.10 

14.20 

25.00 

21.10 

28.50 

internetten indirdigim ya da arkadajimdan aldigim 

f 

219 

428 

434 

518 

430 

video, muzik, film gibi dosya veya programlari virus 
taramasi yaparak kullamrim. 

% 

10.80 

21.10 

21.40 

25.50 

21.20 

internetten ya da ag iizerinden dosya paylajiminda 

f 

240 

409 

477 

464 

439 

bulundugumda, payla§ilan dosyalari agmadan once 
virus taramasi yaptiririm. 

% 

11.80 

20.20 

23.50 

22.90 

21.60 


Tablo 5 incelendiginde ogrencilerin %41.70'inin modem §ifresini duzenli olarak degi§tirdigi, 
%33.80'inin bu jifreyi bajkalariyla paylajmadigi ve %52.80'inin yalmzca bildigi kablosuz internet 
baglantilarina baglandigi gorulmu§tur. Tablo 5'teki bulgulara gore ogrencilerin %50.80'inin internet 
ali§veri§lerinde guvenlik tedbirleri aldigi, %31.20'sinin gezinti esnasinda karjilarina gelen alakasiz 
mesajlara tiklamadigi, %28.50'inin https ozelligindeki web sitelerini kullanmayi tercih ettigi, %49.60'si 
internetten indirdikleri film/muzik/video gibi dosya ve programlari virus taramasindan gegirdigi ve 
%44.50'inin dosya paylajimi araciligiyla aldigi dosyalari virus taramasindan gegirdigi g6rulmu§tur. 

Tablo 5 genel olarak degerlendirildiginde internet ve ag guvenligi konusundaki bilgi ve farkinda ligi 
yuksek olarak degerlendirilebilecek ogrenci sayisinm yarinin altinda kaldigi soylenebilir. Bir diger ifade ile 
ogrencilerin buyuk gogunlugunun bu konudaki yeterlilik ve farkmdaliklari agisindan risk altinda oldugu 
anla§ilmaktadir. 

Altinci alt temada kullamci farkmdaliklari konusunda ogrencilerin farkindaliklarim belirlemeye yonelik 
olarak toplanmi§ olan verilere Tablo 6'da yer verilmi§tir. 

Tablo 6 incelendiginde ogrencilerin %57.50'inin birey olarak uzerine diiijen sorumluluklarin farkinda 
oldugu, %53.60'inm guvenli bilgisayar ve internet kullammiyla ilgili sorun ya§adiklarinda nereye ve nasil 
ba§vuracaklarmi bildikleri, %48.70'inin siber suglari ve bu suglarin kapsamim bildigi, %44.60'min guvenli 
bilgisayar ve internet kullammiyla ilgili bilgilendirici politika ve uygulamalari takip ettigi anlajilmaktadir. 
Ayrica, ogrencilerin guvenli bilgisayar ve internet kullammiyla ilgili yagadiklari sorunlarda bu durumu 
gogunlukla; %44.30'unun ailesiyle, %41.70'i ogretmenleriyle, %48.70'i ise arkada§lariyla payla§tiklarim 
belirtmektedir. Yine, %41.60'imn kullandiklari cihazlarin aileleri tarafindan kontrol edildigi, %47'sinin de 
aileleri tarafindan bilgilendirildigi gorulmektedir. Tablo 6 genel olarak degerlendirildiginde buyiik 
gogunlugunun kullamci farkmdaligmin du 5 uk oldugu degerlendirilebilir. 
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Tablo 6. 

Ogrencilerin Kullamci Farkmdaliklari ve Sosyal Muhendislik Hakkmdaki Farkmdaliklari. 


Farkindaliklar 


Higbir 

zaman 

Nadiren 

Arada 

sirada 

Co|u 

zaman 

Her 

zaman 

Guvenli bilgisayar ve internet kullammimn ne 

f 

149 

311 

524 

479 

566 

anlama geldiginin farkindayim. 

% 

7.30 

15.30 

25.80 

23.60 

27.90 

Guvenli bilgisayar ve internet kullammimn 

f 

155 

233 

474 

596 

571 

saglanmasi konusunda birey olarak uzerime du5en 
sorumluluklarin farkindayim. 

% 

7.60 

11.50 

23.40 

29.40 

28.10 

Guvenli bilgisayar ve internet kullammimi tehdit 

f 

130 

329 

483 

545 

542 

eden bir olay ile kar§ila§tigimda kimlere ve nereye 
ba§vurmam gerektiginin farkindayim. 

% 

6.40 

16.20 

23.80 

26.90 

26.70 

Siber suglarin tarn olarak neler oldugunun ve neleri 

f 

216 

352 

473 

473 

515 

kapsadiginm farkindayim. 

% 

10.60 

17.30 

23.30 

23.30 

25.40 

internette muzik, program gibi telif hakki igeren 

f 

138 

326 

406 

549 

610 

dosyalari payla§mamam gerektiginin farkindayim. 

% 

6.80 

16.10 

20.00 

27.10 

30.10 

internette muzik, program gibi telif hakki itperen 

f 

152 

337 

515 

413 

612 

dosyalari indirmemem gerektiginin farkindayim. 

% 

7.50 

16.60 

25.40 

20.40 

30.20 

Guvenli bilgisayar ve internet kullammimn 

f 

279 

376 

468 

431 

475 

saglanmasi konusundaki Milli Egitim Bakanligimn ve 
devletin politikalarim/uygulamalarim takip ederim. 

% 

13.80 

18.50 

23.10 

21.20 

23.40 

internette ka r§ila§tigim guvenli bilgisayar ve internet 

f 

200 

419 

511 

426 

473 

kullammi ile ilgili olumsuz durumlari aileme 
anlatirim. 

% 

9.90 

20.70 

25.20 

21.00 

23.30 

internette kar§ila§tigim guvenli bilgisayar ve internet 

f 

326 

407 

451 

446 

399 

kullammi ile ilgili olumsuz durumlari bgretmenlerime 
anlatirim. 

% 

16.10 

20.10 

22.20 

22.00 

19.70 

internette kar§ila§tigim guvenli bilgisayar ve internet 

f 

179 

384 

478 

442 

546 

kullammi ile ilgili olumsuz durumlari arkada§larima 
anlatirim. 

% 

8.80 

18.90 

23.60 

21.80 

26.90 

Ailem bilgisayarim ve telefon gibi diger elektronik 

f 

289 

382 

515 

405 

438 

cihazlarimi kontrol eder. 

% 

14.20 

18.80 

25.40 

20.00 

21.60 

Ailem bilgisayar ve diger elektronik cihazlari 

f 

252 

408 

415 

514 

440 

kullamrken guvenli bilgisayar ve internet kullammi 
konusunda beni bilgilendirir. 

% 

12.40 

20.10 

20.50 

25.30 

21.70 


Tartijma, Sonug ve Oneriler 

Arajtirma bulgulari temalar bazinda genel olarak degerlendirildiginde erijim ve jifre guvenligi, sosyal 
ag guvenligi, tehditler, korunma yollari, yazilim yukleme ve guncelleme, e-posta guvenligi, internet ve ag 
guvenligi, kullamci farkmdaliklari ve sosyal muhendislik temalarimn tamaminda verilerin "higbir zaman", 
"nadiren", "arada sirada", "gogu zaman", "her zaman" gozeneklerine yaklajik olarak e§it oranli bir 
§ekilde dagildigi gdrulmektedir. Bu durum guvenli bilgisayar ve internet kullammi farkindaligi yuksek 
olarak niteleyebilecegimiz ogrenci sayisinin genel olarak az oldugunu gostermektedir. Arajtirma 
bulgularini destekler nitelikte Ka§ikci et al. (2014) tarafindan gergekle§tirilen ara§tirmada da Turkiye'deki 
Qocuklarin %83.40'i "internet hakkinda 50k §ey bilirim" demekle birlikte, gocuklarin aslinda internet 
okuryazarligi ile ilgili farkindaliklarinin az oldugu ifade edilmijtir. Kajikci et al. (2014) tarafindan 
gergeklejtirilen ara§tirma sonucuyla kiyaslandiginda gunumuz ogrencilerinin gunluk internet kullamm 
ortalamalarinin yukseldigi anla§ilmaktadir. Ayrica Ka$ikci et al. (2014) tarafindan gergeklejtirilen 
arajtirma kapsaminda internet erijimi igi n kendi bilgisayarmi kullanan ogrencilerin oranimn Turkiye'de 
%40.20 oldugu tespit edilmi§ ve bu orana ragmen ebeveynler Qocuklarinin internet kullammlarini 
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denetleyebilmede gutpluk ya§adiklarmi ifade etmijlerdir. Avrupa <pevrimi<pi <pocuklar arajtirma projesi 
sonuglarina gore, ebeveynlerin %70.00'i internette yaptiklariyla alakali olarak <pocuklariyla konu§makta 
ve %58'i ise interneti kullamrken onlarin yakininda bulunmaktadir (Ka§ikci et al., 2014). Bu ara§tirmamn 
orneklemini olu§turan ogrencilerin %95.00'inin kijisel bilgisayar ya da mobil cihaza sahip olduklari goz 
onune alindiginda ise ebeveynlerin denetiminin daha da gu<ple§ebilecegi sonucuna varilabilir. £unku 
ozellikle ta§inabilir bilgisayar ya da mobil cihaza sahip olan ogrenciler evin herhangi bir yerinden ya da ev 
diji ortamlarda da internete baglanabileceklerdir. Soz konusu bu durumun getirmij oldugu risklerin bir 
diger onemli boyutu ise arajtirmadan elde edilen bulgulara gore, ogrencilerin buyuk gogunlugunun 
guvenli bilgisayar ve internet kullanirm ile ilgili ya§adiklari olaylari ebeveynleri ile payla§madiklaridir. Bu 
durumda ogrencilerin bilgisayar ve internet kullanimlari ile ilgili ebeveyn farkindalik durumlarinin 50k aza 
du§tugu soylenebilir. 

Ebeveynler dogal olarak <pocuklarmin sanal dunyayi nasil kullandiklari ve sanal dunyada nasil hareket 
ettikleri konusunda end^eye sahiptirler. Neyin guvenli ve uygun oldugunu <pocuklari ile birlikte karar 
vermelerini saglamak igin ise yeterli bilgiye sahip olmalari gereklidir (ENISA, 2011). Fakat bilgi guvenligi 
konusunda yeterli farkindaliga sahip olmayan aileler hem kendilerine hem de <pocuklarina yardim etmek 
konusunda oldukfa yetersiz kalacaktir. Bu sorunun (pozumlenmesinde ise politika yapicilardan okullara 
kadar birtpok kuruma gorev du§mektedir. Politika yapicilar, ebeveynlere bilgi guvenligi konusunda 
farkindalik yaratacak olan ortamlari ve yeni politikalari sunmalidirlar. Yeni ortamlar ise politika yapicilar 
ve okullarin ijbirligi itpinde egitimler araciligiyla yurutebilirler. Farkindalik egitiminde ama<p, guvenlik 
konusuna basit<pe dikkat gekmektir (Wilson & Hash, 2003). Farkindalik yaratmak uzun soluklu ve 50k 
zaman alici bir i§ olmadigi igin ogrenciler, ebeveynler ve turn ortak paydada yer alan kijiler rahatlikla bu 
konuda egitilebilirler. Bu verilere ek olarak, ogrencilerin gunluk internet kullanimlari da buyuk oranda 
ogrencilerin bilgi guvenlik farkindaliklarini etkiledigi gorulmektedir. Avrupa <pevrimi<pi gocuklar projesinde 
de benzer §ekilde Turkiye'de gocuklarin yaklajik %25.00'ini internet'in ajiri kullammindan kaynakli 
olarak <pevrim igi risklere maruz kaldiklari, bu oranin Avrupa gapinda %33.00 oldugu belirtilmijtir (EU Kids 
Online, 2011).Turkiye istatistik Kurumu 2015 verilerine gore Turkiye genelinde internet erijim imkanma 
sahip hanelerin oram 2015 yili Nisan ayinda %69.50'dir ve 16-74 ya§ grubu bireylerin %87.10'u interneti 
evde kullanmaktadir. Gunluk internet kullammi eger bilgi guvenligi farkindaligim etkiliyor ise ev iginde 
ebeveynlerin ogrencileri internet kullamm surecinde kontrol altinda tutmalari gereklidir. Bu konuda ise 
alinabilecek onlemlerden bazilarina a§agida yer verilmi§tir (ENISA, 2011): 

• £ocuklarin bilgisayarlarina filtreleme ya da ebeveyn kontrolu saglayacak programlar kurmak. 

• Sanal dunyadaki jifrelerini arkada5lari ile payla§mama konusunda gocuklari egitmek. 

• Gen<p kullamcilarin sanal dunya aktivitelerinin ignde yer aimak. 

• £ocuklari genel olarak teknoloji kullammi sorumluluklari konusunda egitmek. 

Fakat bu onlemlerin hayata gegirilebilmesi igin ebeveynlerin bilgi guvenligi konusunda farkindaliga ve 
yeterli bilgiye sahip olmalari gereklidir. 

Arajtirma kapsaminda, ogrencilerin sosyal ag farkindaligi temasi altinda verdikleri cevaplara 
bakildiginda; ki§isel bilgileri payla§mama, istenmeyen kijilerden gelen mesajlari ve uygulamalari 
engelleyebilme, profilinin/sayfalarimn guvenlik ayarlarim degijtirebilme gibi ijlemleri yapan/yapabilen 
ogrenci sayisinin ortalamanin ustunde oldugu ve diger temalara gore bilgi ve farkindaliklarinm bu 
temada daha yuksek oldugu gorulmektedir. Avrupa <pevrimi<pi gocuklar projesinde, 9-16 ya§ araliginda yer 
alan <pocuklarin %59.00'unun herhangi bir sosyal paylajim sitesinde profile sahip olduklari ve sosyal 
paylajim sitesini kullanan <pocuklarin %26.00'sinin herkese agik profile sahip olduklari belirlenmi$tir (EU 
Kids Online, 2011). Ayrica, sosyal aglarda guvenligin saglanmasi uzerine yapilan bazi ara$tirmalarda da 
genglerin sosyal ag kullanma konusunda yeterli guvenlik bilgisine sahip olmadiklari sonucuna ula§ilmi§tir 
(Kajikci et al., 2014; Lawler & Molluzzo, 2010). Aradaki bu farkin nedeni ise ogrencilerin buyuk 
<pogunlugunun sosyal aglari kullamyor olmasi ve bu kullamm deneyiminin getirmi? oldugu bilgi ve 
farkindaliktaki arti§a bagli olabilir. 
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£ocuk ve genflerin, bilgisayar ve internet kullammi esnasinda kar$ila§tiklari teknik sorunlar arasinda; 
gocuklarin bilgisayara virus bula§tirmasi, casus yazilimlarin girmesine musaade etmesi, bilgisayari 
bozmasi, bunun sonucu olarak var olan beige ve dosyalarin kaybedilmesi ve bazi yazilim ayarlarinin 
bozulmasi gosterilmektedir (Canbek & Sagiroglu, 2007). Arajtirmada da, ogrenciler tehditler ve korunma 
yollari guvenligi temasi altinda verdigi cevaplarda; zararli yazilim ve viruslerin verebilecegi zararlarin, 
zararli programlardan koruma yazilimlarinin farkinda olma, bu programlari kullanma, zararli yazilimlarin 
bilgisayara bula§ip bulajmadigi fark edebilme ile ilgili farkindaligi yuksek olan ogrenci sayisinin yuksek 
oldugu gorulmektedir. Yildirim ve Varol (2013) tarafindan yapilan ara§tirmada ise birgok kullanicinin 
antivirus programi kullanmadiklari belirlenmijtir. Benzer §ekilde, Tekerek ve Tekerek'in (2013) 
arajtirmasinda da, kotucul yazilim denetlemesi yapma, beige koruma, ki$isel bilgisayar guvenligi, 
guvenlik duvari ve filtreleme yazilimlari kullammi gibi konularda ogrencilerin farkindaliklarimn du§iik 
oldugu gorulmu§tur. Ayrica ogrenciler, guvenli bilgisayar ve internet kullammi konusunda yeterli bilgiye 
sahip olmadiklarim belirtmijlerdir. Ote yandan, istenmeyen iletileri onleme ve antivirus programi 
kullanma oram Avrupa'da %72.00 iken, Turkiye'de bu oran %46.00 olarak bulunmu§tur (Kajikci et al., 
2014). Bu arajtirma sonucuna gore ise ogrencilerin antivirus programi kullamm oranlarimn yukseldigi 
gorulmektedir. Bu yukseli§in nedenleri arasinda ogrencilerin bireysel olarak bilgisayar ve mobil cihazlara 
sahip olup kullanmalari sonucu bu cihazlari daha da benimsemeleri ve buradaki ki§isel bilgilerini koruma 
niyetleri gorulebilir. Bir ba§ka ifade ile ogrenciler ebeveynleri vb. ile ortak kullamlan BiT araflarinda daha 
az kijisel bilgi bulundurabileceginden dolayi buradaki verilerin korunmasim 50 k fazla onemsemiyor; buna 
ragmen bireysel BiT ara?larindaki verilerin korunmasim ise daha fazla onemsiyor olabilirler. 

E-posta, anlik mesajla§ma gibi iletijim platformlari focuklarin su istimal edilmesine agk ortamlardir 
(Bilgin, 2007; akt. £elen, £elik, & Seferoglu, 2011). Genglerin sahip oldugu bireysel bilgisayar ve internet 
erijim olanaklarimn artmasi ile okul ignde ve dignda ogrencilerin sik sik gevrimig ortamlardan 
etkilejime girmesiyle bu suregler iginde gejitli istismarlarla karjilajma olasiliklari yuksektir. Bu 
nedenlerden dolayi da ogrencilerin bu konuda yeterli farkindaliga sahip olmalari onem te§kil etmektedir. 
Arajtirmada, ogrencilerin e-posta guvenligi farkindaliklarim belirlemeye yonelik olarak sorulan sorulara 
gore ogrencilerin yaklagk yarisi; toplu e-postalarda alici isimlerini gizlediklerini, istemeyen e-postalari 
spam olarak i§aretlediklerini, ekli dosyalari agmadan once virus taramasindan gegrdiklerini, tanmmadigi 
kijilerden gelen e-postalar igerisindeki linkleri agmadiklarim soylemijlerdir. Dorduncu alt tema olan §ifre 
guvenligine yonelik olarak ogrencilerin buyuk bir kismi; jifrelerini unutmamak i?in not defterine kayit 
ettigini, bazi ortamlarda aym jifreyi kullandiklarim, guvenilir ve elde edilmesi zor olan jifreler 
olu§turamadiklari ve hesabi galindiginda nasil geri alabilecegini bilmediklerini dile getirmektedir. Genel 
olarak degerlendirildiginde ogrencilerin e-posta kullanma farkindaliklarimn, guvenli §ifre olu§turma 
konusundaki farkindaliklarina gore daha yuksek oldugu soylenebilir. Ancak guvenli §ifre olu 5 turma 
guvenli e-posta kullammimn on ko§ulu olarak degerlendirildiginde ogrencilerin bu agdan da risk altinda 
oldugu gorulmektedir. Tekerek ve Tekerek (2013) tarafindan ilkogretim ve lise duzeyinde ogrenim goren 
ogrenciler uzerinde yapilan arajtirmada ise guvenli §ifre kullammi farkindaliklarimn du 5 uk oldugu; Mert, 
Bulbul ve Sagiroglu (2012) tarafindan sekizinci simf ogrencileri ile gergekle§tirdikleri arajtirmada da 
ogrencilerin %30.00'unun jifrelerinde sadece kuguk harf, %17.00'sinin sadece sayi, %17.00'sinin sadece 
buyuk harf ile sayi veya sadece kuguk harf ile sayi ve buyuk harf, kuguk harf, sayi, ozel karakter 
kullananlarin oramn ise %1.00 oldugu belirlenmijtir. Kruger, Drevin ve Steyn (2010) tarafindan 
gergeklejtirilen bir salijmada ise katilimcilarin yarisimn gugl u §ifrenin ne demek oldugunu bilmedikleri 
ortaya koyulmu§tur. E-posta ve jifre guvenligi agisindan ogrencilerin farkindalik durumlarinm bu 
arajtirma sonuglarina benzer seviyede oldugu soylenebilir. 

Genel olarak degerlendirildiginde ise ogrencilerin buyuk sogunlugunun sosyal ag guvenligi ile 
tehditler ve korunma yollari temasina yonelik bilgi ve farkindaliklarimn yuksek oldugu g 6 rulmu§tur. 
Ogrencilerin yaklagk yarisimn erijim ve §ifre guvenligi ile e-posta guvenligi temalarina yonelik bilgi ve 
farkindaliklari diger temalara oranla nispeten biraz daha yuksek olarak nitelenebilecegi ancak 
ogrencilerin buyuk gogunlugunun; tehditler, korunma yollari, yazilim yukleme ve guncelleme, internet ve 
ag guvenligi, kullamci farkindaligi ve sosyal muhendislik temalarina yonelik farkindaliklarimn ise du 5 uk 
oldugu soylenebilir. Genel olarak temalarin degerlendirilmesi surecinde "higbi r zaman" ile "nadiren"; 
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"sogu zaman" ile "her zaman" gozenekleri birlikte yorumlanarak degerlendirilmi$tir. Ancak guvenli 
bilgisayar ve internet kullammi gibi hassas bir konuda olmasi gerekenin en ideali oldugu, bir diger ifade 
ile gozeneklerin en u<p noktalari degerlendirilmeye alindiginda ise bu oranin yari yariya du§ebilecegi goz 
onune alinmalidir. Ozetle, ucuzlayan bilgisayar ve internet teknolojileri ile birlikte gunumuz gengliginin 
bireysel teknoloji erijim imkanlarina sahip oldugu ancak ogrencilerin alti tema altindaki guvenli 
bilgisayar ve internet kullammi konularindaki farkindalik duzeylerinin genel olarak du§uk kaldigi 
soylenebilir. 

Her ne kadar okullarda guvenli bilgisayar ve internet kullammini saglamak adina internet filtreleme 
programlari ve bilijim teknolojileri derslerinde guvenli bilgisayar ve internet kullammi ile ilgili kazammlar 
olsa da bunun bilgi ve farkindaligin olu$masinda yetersiz kaldigi gorulmektedir. Ayrica, okullarda bilijim 
derslerinin mufredatimn degijmesiyle beraber guvenli BiT kullamm egitimlerine agirlik verilecegi 
belirtilmesine ragmen bunun da etkin uygulanamadigi anla§ilmaktadir. Gelecek arajtirmalarda okul 
internet filtreleme programlarimn kullammlari ile ilgili ogrenci, ogretmen ve yonetici goru§leri 
incelenebilir. Okullarda Bilijim Teknolojisi derslerinde verilmekte olan guvenli bilgisayar ve internet 
kullammi egitimlerine yonelik mufredat salijmalari yapilabilir. Yapilan arajtirmalarda Bilgisayar ve 
Ogretim Teknolojileri Egitimi bolumlerinde okuyan ogretmen adaylarimn kendilerini guvenli bilgisayar ve 
internet kullammini saglama konusunda yeterli bilgi ve beceriye sahip olduklari ifade edilmekle birlikte 
(Kurtoglu Erden, 2014); ogretmen adaylari arasinda e-demokrasi kulturunun geli$tirilmesi ve tpevrimig 
politik uygulamalara katilim duzeyinin arttirilmasi i<pin diger bolumlerdeki ogretmen adaylarina da hizmet 
oncesi egitim siirecinde internet erijimi, BiT okuryazarlik durumu, teknik altyapi, vatanda? gruplari ile 
ilgili etik ve yasal konular, gizlilik ve guvenlik konularindaki farkindaliklarinm artirilmasi onerilmektedir 
(Yildiz & Seferoglu, 2014). 

Kaya veTuna'ya (2010) gore egitim durumu ne olursa olsun gocuklarina yeterince zaman ayirmayan, 
BiT'in guvenli kullammi konusunda gocuklarim bilingli §ekilde yonlendiremeyen ve bu konularda yeterli 
bilgiye sahip olmayan ebeveynlerin gocuklarimn, bu teknolojilerle daha fazla vakit getpirerek istenmeyen 
davramj bigimlerini bilingsizce gelijtirmeleri olasidir. Bu nedenle bu konuda kamuyu bilintplendirmeye 
yonelik egitimlerin de verilmesi onemlidir. TUBiTAK BiLGEM tarafindan hazirlanmi? Bilgimi Koruyorum E- 
Ogrenme Projesi kapsaminda hazirlanan web ortami guvenli bilgisayar ve internet kullammi farkindaligi 
olu§turmak adina hazirlanmij iyi orneklerden birisi olup, bunun yaygin etkisinin olu§turulmasi adina 
Bilijim Teknolojileri derslerinde ve halk egitim merkezi gibi kurslarda bu kaynaklara olan farkindalik 
arttirilabilir. Yine ogretmen, okul idaresi, ebeveyn ve ogrencilere yonelik konuyla ilgili <pe§itli kamu 
spotlari olu§turularak farkindaliklari artirilabilir. Okullarda ebeveynlerle toplantilar yapilarak guvenli 
bilgisayar ve internet kullammi konusunda ebeveynlere di^en sorumluluklar konusunda veliler 
aydinlatilabilir. 


Simrliliklar ve Gelecek Ara$tirmalar igin Oneriler 

Betimsel tarama yontemine gore yurutulen bu arajtirmamn bir takim simrliliklari bulunmaktadir. 
Oncelikle ara§tirmanm verileri ara§tirmacilar tarafindan gelijtirilen bir anket araciligiyla elde edilmijtir. 
Gelecek <pali§malarda nicel yontemlerin yam sira nitel yontemler kullamlarak da daha derinlemesine 
arajtirmalarin yapilmasi yararli olacaktir. Ayrica anket maddeleri ogrencilerin guvenli bilgisayar ve 
internet kullammi ile ilgili sik gosterilen davram§ durumlari dikkate alinarak hazirlanmijtir. Ancak 
konunun kapsamli bir konu oldugu dikkate alindiginda belirtilen temalar di§inda yeni temalar altinda ve 
daha kapsamli maddeler itperek §ekilde olgme araglari ile kullamci farkindaliklari olgulebilir. Ara§tirmamn 
bir diger simrliligi ise orneklemin Bartin ili merkezindeki liselerde ogrenim gormekte olan ve gogunlukla 
15-18 ya§ araligindaki ogrencilerle sinirli olmasidir. Bir diger ifade ile arajtirma sonuglarimn yalmzca lise 
ogrencilerinin guvenli bilgisayar ve internet kullamm farkindaliklarim temsil etme yeterliligine sahip 
oldugu soylenebilir. Gelecek ara§tirmalarda farkli ya§ ve ogrenim gruplarindaki ogrenciler uzerinde ve 
sosyo-ekonomik olarak daha farkli bolgelerde de galijmalar gergeklejtirilmesi yararli olacaktir. 
Ogrencilerden farkli olarak egitim yoneticileri, ogretmenler, ebeveynler ve bu konuda <pali§an politika 
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geli$tiriciler uzerinde de gal^malar gergekle§tirilebilir. Guvenli bilgisayar ve internet kullamm 
farkindaliginin kCi Iturel bir olgu oldugu ve bu kulturun olu§masinda ailenin onemli bir rolunun goz onune 
alindiginda bu konuda ebeveynler uzerinde derinlemesine gal^malar yapmakta yarar vardir. 

Te$ekkur ve Bilgilendirme 

Bu salijma Bartin Universitesi Bilimsel Ara§tirmalar Proje Birimi tarafindan desteklenmijtir (Proje No: 
2014-SOS-A-004). 
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